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If you have any further questions or concerns, please reach out directly to Jeffrey Scott, 
Attorney-Adviser, Office of the Solicitor at (202) 513-0512 or at Jeffrey.Scott@sol.doi.gov.   
 

Sincerely, 
 
 
 

Scott A. de la Vega 
       Associate Solicitor for General Law 
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United States Department of the Interior 
OFFICE OF THE SOLICITOR 

Washington, D.C.  20240 
 

 
July 28, 2023 
 
Tony Irish 
Assistant Solicitor- General Legal Services 
Division of General Law  
Office of the Solicitor 
U.S. Department of the Interior 
1849 C Street NW 
Washington, DC 20240 
 
Hon. Henry Kerner  
Special Counsel  
U.S. Office of Special Counsel  
1730 M. Street, N.W., Suite 300 
Washington, DC 20036 
 
Re: OSC File Nos. DI-21-000420 and DI-21-000716 
 
Dear Mr. Kerner:  
 
This letter is to address your request that the Department of the Interior provide confirmation that 
Scott A. de la Vega, then-Associate Solicitor for General Law, was delegated authority from the 
Secretary of the Interior to respond on her behalf to U.S. Office of Special Counsel (OSC) File 
Nos. DI-21-00420 and DI-21-00716.   
 
Pursuant to Interior’s Departmental Manual (DM), the Solicitor of the Department of the Interior 
is, subject to limitations not relevant here, “authorized to exercise all authority of the Secretary” 
(209 DM 3).  The Office of the Solicitor further delegates the Solicitor’s authority through the 
Solicitor Manual (SM). Pursuant to the SM, Associate Solicitors are “delegated the authority to 
manage legal matters that arise form programs and activities of client bureaus and offices served 
by their respective divisions[.]”  The SM further provides that the Division of General Law, 
which the Associate Solicitor for General Law oversees, “is responsible for administrative and 
general legal matters” and identifies the Division's primary clients as the Assistant Secretary for 
Policy, Management, and Budget AS-PMB, who discharges the Secretary’s authority for 
Departmental management, and the  whose 
operations were the focus of the subject referrals 
 



  

As the response to the OSC’s referral of OSC File Nos. DI-21-00420 and DI-21-00716 was both 
a general legal matter and a legal matter arising out of the programs and activities of the Division 
of General Law’s primary clients, the Associate Solicitor for General Law, Scott de la Vega, 
possessed delegated authority to respond on behalf of the Secretary of the Interior.  
 
If you have any questions or concerns please contact Jeffrey Scott, Attorney-Advisor, Office of 
the Solicitor at (202) 513-0512 or at Jeffrey.Scott@sol.doi.gov.  

 
Sincerely, 

 
 
 

           Tony Irish 
                  Assistant Solicitor for General Law 

                       U.S. Department of the Interior 





 

 

 

 

 

  
  

     

 

Memorandum 

To:  June Hartley 
Acting Chief Information Officer 

From: Mark Lee Greenblatt
Inspector General 

Subject: Independent Auditors’ Performance Audit Report on the U.S. Department of the 
Interior Federal Information Security Modernization Act for Fiscal Year 2021 
Report No. 2021-ITA-037 

This memorandum transmits KPMG LLP’s Federal Information Security Modernization 
Act (FISMA) audit report of the U.S. Department of the Interior (DOI) for fiscal year (FY) 2021. 
FISMA (Pub. L. 113-283) requires Federal agencies to have an annual independent evaluation of 
their information security programs and practices performed. This evaluation is to be performed 
by the agency’s Office of Inspector General (OIG) or, at the OIG’s discretion, by an independent 
external auditor to determine the effectiveness of such programs and practices.  

KPMG, an independent public accounting firm, performed the DOI’s FY 2021 FISMA 
audit under a contract issued by the DOI and monitored by the OIG. As required by the contract, 
KPMG asserted that it conducted the audit in accordance with generally accepted government 
auditing standards to obtain sufficient, appropriate evidence to provide a reasonable basis for its 
findings and conclusions based on the audit objectives. KPMG is responsible for the findings and 
conclusions expressed in the audit report. The OIG does not express an opinion on the report or 
on KPMG’s conclusions regarding the DOI’s compliance with laws and regulations.  

FISMA reporting has been completed in accordance with Office of Management and 
Budget Memorandum M-21-02, Fiscal Year 2020–2021 Guidance on Federal Information 
Security and Privacy Management Requirements, dated November 09, 2020. KPMG reviewed 
information security practices, policies, and procedures at the DOI’s  

 and the following 12 DOI bureaus and offices:  

 Bureau of Indian Affairs

 Bureau of Land Management

 Bureau of Reclamation

 Bureau of Safety and Environmental Enforcement

 Bureau of Ocean Energy Management

Office of Inspector General | Washington, DC 



 

 

 

 

 

 

 

 

 

 

 

 

 

 U.S. Fish and Wildlife Service

 National Park Service

 Office of Inspector General

 Office of the Secretary

 Office of Surface Mining Reclamation and Enforcement

 Office of the Solicitor

 U.S. Geological Survey

To ensure the quality of the audit work, we: 

 Reviewed KPMG’s approach and planning of the audit

 Evaluated the auditors’ qualifications and independence

 Monitored the audit’s progress at key milestones

 Met regularly with KPMG and DOI management to discuss audit progress, findings,
and recommendations

 Reviewed KPMG’s supporting work papers and audit report

 Performed other procedures as deemed necessary

KPMG identified needed improvements in the areas of risk management, supply chain 
risk management, identity and access management, configuration management, data protection 
and privacy, information security continuous monitoring, incident response, and contingency 
planning. Using the FY 2021 Inspector General FISMA Report Metrics guidance and 
CyberScope results, KPMG determined that the DOI’s information security program and 
practices were not effective because the majority of the Cybersecurity Functions were assessed 
as Consistently Implemented (Level 3). KPMG made 60 recommendations related to these 
control weaknesses intended to strengthen the DOI’s information security program as well as 
those of the bureaus and offices. In its response to the draft report, the  

 concurred with all recommendations and established a target completion 
date for each corrective action. 

We will refer KPMG’s recommendations to the Office of Financial Management for 
audit follow-up. The legislation creating the OIG requires that we report to Congress 
semiannually on all audit, inspection, and evaluation reports issued; actions taken to implement 
recommendations; and recommendations that have not been implemented.  
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We appreciate the cooperation and assistance of DOI personnel during the audit. If you 
have any questions regarding the report, please contact me at 202-208-5745. 

Attachment  
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KPMG LLP 
Suite 900 
8350 Broad Street 
McLean, VA 22102 

February 11, 2022 

Mr. Mark Lee Greenblatt 
Inspector General 
Department of the Interior 
Office of Inspector General 
1849 C Street, NW MS 4428 
Washington, DC 20240-0001 

Dear Mr. Greenblatt: 

This report presents the results of our work conducted to address the performance audit objectives relative to 
the Fiscal Year (FY) 2021 Federal Information Security Modernization Act of 2014 (FISMA) Audit for 
unclassified information systems. We performed our work during the period of May 20 to September 30, 
2021 and our results are as of November 9, 2021. 

We conducted this performance audit in accordance with Generally Accepted Government Auditing Standards 
(GAGAS). Those standards require that we plan and perform the audit to obtain sufficient, appropriate evidence 
to provide a reasonable basis for our deficiencies and conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis for our deficiencies and conclusions based on our audit 
objectives. 

In addition to GAGAS, we conducted this performance audit in accordance with Consulting Services Standards 
established by the American Institute of Certified Public Accountants (AICPA). This performance audit did not 
constitute an audit of financial statements or an attestation level report as defined under GAGAS and the AICPA 
standards for attestation engagements. 

The audit objective of our work for the year ending September 30, 2021 was to conduct an independent 
performance audit of the Department of the Interior’s (DOI) information security program and practices related 
to the financial and nonfinancial related systems in accordance with the Federal Information Security 
Modernization Act (FISMA). 
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We tested select security controls identified in the National Institute of Standards and Technology (NIST) 
Special Publication (SP) 800-53, Revision (Rev) 4, and additional security program areas identified in the FY 
2021 IG FISMA Reporting. We selected a sample of in-scope information systems distributed across 12 Bureaus 
and Offices. These Bureaus and Offices are: Bureau of Indian Affairs (BIA), Bureau of Land Management 
(BLM), Bureau of Reclamation (BOR), Bureau of Safety and Environmental Enforcement (BSEE), Bureau of 
Ocean Energy Management (BOEM), U.S. Fish and Wildlife Service (FWS), National Park Service (NPS), 
Office of Inspector General (OIG), Office of the Secretary (OS), Office of Surface Mining Reclamation and 
Enforcement (OSMRE), the Office of the Solicitor (SOL), and the U.S. Geological Survey (USGS). At the 
conclusion of our test procedures, we aggregated the individual bureau and information system results by 
Cybersecurity Function and FISMA Metric Domain to produce results at the Department level. 

As part of the FISMA performance audit of the subset of DOI information systems, we assessed the 
effectiveness of the Department’s information security program and practices and the implementation of the 
security controls in NIST SP 800-53, Rev 4. DOI has a security training program and no recommended 
improvements were identified. We identified needed improvements in the following FISMA Metric Domains: 
Risk Management (RM), Supply Chain Risk Management (SCRM), Identity and Access Management, (IAM), 
Configuration Management (CM), Data Protection and Privacy (DPP), Information Security Continuous 
Monitoring (ISCM), Incident Response (IR), and Contingency Planning (CP). 

Metrics are grouped into nine FISMA Metric Domains that are organized around the five Cybersecurity Functions 
outlined in the NIST Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity 
Framework1):  Identify, Protect, Detect, Respond, and Recover.2 

The Identify Function area consists of RM and SCRM. The Protect Function area consists of CM, IAM, DPP, 
and Security Training (ST). The Detect Function area consists of ISCM. The Respond Function area consists of 
IR, and the Recover Function area consists of CP. 

1 The President issued Executive Order 13636, Improving Critical Infrastructure Cybersecurity, on February 12, 2013, which established that “[i]t is the 
Policy of the United States to enhance the security and resilience of the Nation’s critical infrastructure and to maintain a cyber environment that 
encourages efficiency, innovation, and economic prosperity while promoting safety, security, business confidentiality, privacy, and civil liberties.” In 
enacting this policy, the Executive Order calls for the development of a voluntary risk-based Cybersecurity Framework—a set of industry standards and 
best practices to help organizations manage cybersecurity risks. The resulting Framework, created through collaboration between government and the 
private sector, uses a common language to address and manage cybersecurity risk in a cost-effective way based on business needs without placing 
additional regulatory requirements on businesses. 

2 In its Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, NIST created Functions to organize basic cybersecurity activities at 
their highest level. These Functions are Identify, Protect, Detect, Respond, and Recover. They aid an organization in expressing its management of 
cybersecurity risk by organizing information, enabling risk management decisions, addressing threats, and improving by learning from previous 
activities. 
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3.  Detect 
(ISCM) DOI has established an ISCM program; however, DOI did not ensure that: 

• Results of security control self-assessments conducted weekly are maintained at the 
. 

• Formal ISCM plans and the assessment of security and privacy controls are 
documented and implemented in accordance with DOI policy at . 

• ISCM documentation, such as quarterly security control briefing reports provided to 
the Authorizing Official, for review are maintained at . 

4. Respond 
(IR) DOI has established an IR program; however, DOI did not ensure that: 

• IR program and associated security tool documentation is maintained at . 
• All security incident tickets involving 

are reported to the Department of Homeland Security United States 
Computer Emergency Readiness Team (US-CERT) 

. 
5. Recover 
(CP) DOI has established a CP program; however, DOI did not ensure that: 

• Information system contingency plans (ISCPs) are reviewed and updated to reflect 
current operations at . 

• Information system backups are performed at . 
• Functional CP tests or exercises for moderate information systems are performed at 

, , and . 
• Alternate processing and storage sites are established at . 
• Information system backups and business impact analysis (BIAs) are performed at 

. 
• A contingency plan that supports all workstations within the  is documented.  
• A CP and business impact analysis was reviewed and updated in accordance with 

DOI requirements at .  

Using the FY 2021 IG FISMA Report Metrics guidance and CyberScope results, we determined that DOI’s 
information security program and practices were not effective because the majority of the Cybersecurity 
Functions were assessed as Consistently Implemented (Level 3). 

We made 60 recommendations related to control deficiencies identified during our performance audit that, if 
effectively implemented by DOI, should strengthen DOI's information security program. Based on the control 
deficiencies identified, we made two additional recommendations to DOI.  

The root causes that led to the control deficiencies identified as part of this performance audit may contribute to 
control deficiencies for other systems outside of the scope of this audit. DOI should consider and, if deemed 
necessary, apply these recommendations to its entire universe of systems. 

Furthermore, DOI should implement a robust monitoring capability to continually assess the cybersecurity state 
of these information systems to include a process to hold Bureaus and Offices accountable for identified control 
gaps. 
This report includes five appendices. Appendix I summarizes the program areas in which Bureaus and Offices 
have control deficiencies, Appendix II provides a list of acronyms, Appendix III provides the status of FY 2020 
recommendations, Appendix IV lists the NIST SP 800-53 security controls cross-referenced to the Cybersecurity 
Framework, and Appendix V provides the responses to the FY 2021 IG FISMA Reporting Metrics. 

Page 6 



We were not engaged to, and did not render an opinion on, the U.S. Department of the Interior’s internal 
controls over financial reporting or over financial management systems. We caution that projecting the results 
of our evaluation to future periods is subject to the risks that controls may become inadequate because of 
changes in conditions or because compliance with controls may deteriorate. 
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Background 

Mission of the DOI and its Bureaus/Offices 

The U.S. Department of the Interior (DOI) protects America’s natural resources and heritage, honors our 
cultures and tribal communities, and supplies the energy to power our future. DOI is composed of several 
Bureaus and several additional Offices that fall under the Office of the Secretary, the Assistant Secretary 
for Policy, Management and Budget, Solicitor's Office and Office of Inspector General. Of those, the 
following 12 Bureaus and Offices are included within the scope of the Office of the Inspector General’s 
(OIG) Federal Information Security Modernization Act of 2014 (FISMA) performance audit for Fiscal Year 
(FY) 2021: 

1 The Bureau of Indian Affairs (BIA) is responsible for the administration and management of 55 million 
surface acres and 57 million acres of subsurface minerals estates held in trust by the United States for 
American Indian, Indian tribes, and Alaska Natives. 

2 The Bureau of Land Management (BLM) administers 262 million surface acres of America’s public 
lands, located primarily in 12 Western States. The BLM sustains the health, diversity, and productivity of 
the public lands for the use and enjoyment of present and future generations. 

3 The Bureau of Reclamation (BOR) manages, develops, and protects water and related resources in an 
environmentally and economically sound manner in the interest of the American public. 

4 The Bureau of Safety and Environmental Enforcement (BSEE) is responsible for overseeing the safe 
and environmentally responsible development of energy and mineral resources on the Outer Continental 
Shelf. 

5 The Bureau of Ocean Energy Management (BOEM) is responsible for managing and development of 
U.S. Outer Continental Shelf energy and mineral resources in an environmentally and economically 
responsible way. 

6 The U.S. Fish and Wildlife Service (FWS) was created to conserve, protect, and enhance fish, wildlife, 
and plants and their habitats for the continuing benefit of the American people. 

7 The National Park Service (NPS) preserves unimpaired the natural and cultural resources and values of 
the national park system, a network of nearly 400 natural, cultural, and recreational sites across the nation, 
for the enjoyment, education, and inspiration of this and future generations. 

8 The Office of Inspector General (OIG) provides independent oversight and promote excellence, integrity, 
and accountability within the programs, operations, and management of the DOI. 

9 The Office of the Secretary (OS) is primarily responsible for providing quality services and efficient 
solutions to meet DOI business needs. 

10 The Office of Surface Mining (OSMRE) carries out the requirements of the Surface Mining Control and 
Reclamation Act in cooperation with States and Tribes. Their primary objectives are to ensure that coal 
mines operate in a manner that protects citizens and the environment during mining, to assure the land is 
restored to beneficial use following mining, and to mitigate the effects of past mining by aggressively 
pursuing reclamation of abandoned coalmines. 

11 The Office of the Solicitor (SOL) performs the legal work for the DOI and manages the Departmental 
Ethics Office and the Departmental Freedom of Information Act (FOIA) Office. 
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12 The U.S. Geological Survey (USGS) serves the nation by providing reliable scientific information to 
describe and understand the earth; minimize loss of life and property from natural disasters; manage water, 
biological, energy, and mineral resources; and enhance and protect our quality of life. 

Information Technology (IT) Organization 

The Department’s  (  oversees the cybersecurity management 
program for the Department. The Chief Information Officer (CIO) leads the  and is responsible for 
the management and oversight of the Interior’s information management and technology (IMT) portfolio; 
the Department CIO reports to the Department Secretary and receives operational guidance and support 
from the Assistant Secretary – Policy, Management and Budget through the Deputy Assistant Secretary – 
Technology, Information, and Business Services. 

The Deputy CIO (Program Management Division) reports to the CIO and serves as the OCIO’s primary 
liaison to Bureau Associate CIOs for day-to-day interactions between bureau leadership and OCIO’s major 
functions. 

The DOI Chief Information Security Officer (CISO), also the Director of Cybersecurity (CSD) within the 
 reports to the CIO and oversees the Information Assurance Division. The Division is responsible 

for IT security and privacy policy, planning, compliance, and operations. The Division provides a single 
point of accountability and visibility for cybersecurity, information privacy and security. 

Each Bureau and Office Support Division has an Associate Chief Information Officer (ACIO) that reports 
to the Department CIO and the Deputy Bureau Director. The ACIO serves as the senior leader over all IT 
resources within the bureau or office. The Associate Chief Information Security Officer (ACISO) represents 
the Bureau and Office Information Assurance leadership and reports to the Bureau ACIO and DOI CISO. 

The OCIO’s mission and primary objective is to establish, manage, and oversee a comprehensive 
information resources management program for DOI. A stable and secure information management and 
technology environment is critical for achieving the Department’s mission. 

FISMA 

FISMA requires each agency OIG, or an independent external auditor, to conduct an annual independent 
evaluation to determine the effectiveness of the information security program and practices of its respective 
agency. The FY 2021 FISMA Reporting Metrics were aligned with the five function areas in the National 
Institute of Standards and Technology (NIST) Framework for Improving Critical Infrastructure 
Cybersecurity (Cybersecurity Framework): Identify, Protect, Detect, Respond, and Recover. The 
Cybersecurity Framework provides agencies with a common structure for identifying and managing 
cybersecurity risks across the enterprise and provides Inspector Generals (IG) with guidance for assessing 
the maturity of controls to address those risks. 
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Objective, Scope, and Methodology 

The audit objective of our work for the year ending September 30, 2021 was to conduct an independent 
performance audit of DOI’s information security program and practices related to the financial and 
nonfinancial related systems in accordance with FISMA. 

The scope of our audit included the following: 

• An inspection of relevant information security practices and policies established by the DOI  as 
they relate to the FY2021 OIG FISMA Reporting Metrics; and 

• An inspection of the information security practices, policies, and procedures in use across 12 Bureaus 
and Offices identified by the DOI OIG, specifically BIA, BLM, BOR, BSEE, BOEM, FWS, NPS, 
OIG, OS, OSMRE, SOL, and USGS. 

Specifically, our approach followed two steps: 

Step A: Department and Bureau level compliance – During this step, we gained both Department and 
Bureau understanding of the FISMA-related policies and procedures implemented based on the guidance 
established by the DOI  We evaluated the policies, procedures, and practices to the applicable 
Federal laws and criteria to determine whether the Department and Bureaus policies, procedures and 
practices were generally consistent with FISMA. 

Step B: Assessment of the implementation of select security controls from the NIST SP 800-53, Rev 4 –  
During this step, we assessed the implementation of a selection of security controls from the NIST SP 
800-53, Rev 4 for our representative subset of DOI’s information systems.3 The controls selected 
addressed areas covered by the FY2021 IG FISMA Reporting Metrics. 

3 The OIG judgmentally selected 12 of 160 unclassified operational systems recorded in the Departments official 
repository, the Cyber Security Assessment and Management tool (CSAM). The representative subset includes Major 
Applications and General Support Systems with FIPS 199 security categorizations of “Low” and “Moderate,” The 
Federal Information Processing Standard (FIPS) 199 ratings are defined by the DOI system owner and authorizing 
official. 
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: 
We inquired of  management and requested audit documentation for review and inspection to 
support testing over the RM FISMA Metric Domain. Audit evidence, such as system generated 
lists of users, user access request forms, and evidence of account management reviews were not 
available for inspection; therefore, Access Control (AC) 2, Account Management was determined 
to be ineffective. 

management continued to collect artifacts after established audit document submission due 
dates; however, we were unable to review and inspect the artifacts after such dates. 

: 
We inquired of management to determine whether the office documents and maintains its 
cybersecurity risk profile and were informed that a cybersecurity risk profile was not in place. 

We randomly selected and inspected 6 of 18 open POA&Ms to determine whether they 
were reviewed or updated.  We noted that 4 of 6 open POA&Ms were not updated quarterly with new 
milestones or that delay justifications were not documented.  

We obtained and inspected the  SSP, dated May 2015, and noted the plan was not 
reviewed, updated, and approved within the required annual frequency. 

OMB Circular No. A-123, Management's Responsibility for Enterprise Risk Management and Internal 
Control, states the following: 

B. Risk Profiles 

Agencies must maintain a risk profile. The primary purpose of a risk profile is to provide a thoughtful 
analysis of the risks an Agency faces toward achieving its strategic objectives arising from its 
activities and operations, and to identify appropriate options for addressing significant risks. The risk 
profile assists in facilitating a determination around the aggregate level and types of risk that the 
agency and its management are willing to assume to achieve its strategic objectives. The risk profile 
differs from a risk register in that it is a prioritized inventory of the most significant risks identified 
and assessed through the risk assessment process versus a complete inventory of risks. The risk 
profile must consider risks from a portfolio perspective and be approved by an Agency’s RMC or 
equivalent. Additionally, the profile must identify sources of uncertainty, both positive 
(opportunities) and negative (threats). 

The development of an Agency risk profile: 

• encourages open and candid conversations about risks facing an organization at all levels; 

• facilitates the ranking of risk priorities (in particular to identify and escalate the most 

significant risks of which senior management should be aware); 

• captures the reasons for decisions made about risk tolerances; 

• facilitates recording of the way in which it is decided to address risk; 

• allows leadership at all levels to understand the overall risk profile and how their areas of 

particular responsibility fit into it; and 

• facilitates the review and regular monitoring of risks. 
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Agencies have discretion in terms of the appropriate content and format for their risk profiles; 
however, in general risk profiles should include the following seven components: 

1. Identification of Objectives 

2. Identification of Risk 

3. Inherent Risk Assessment 

4. Current Risk Response 

5. Residual Risk Assessment 

6. Proposed Risk Response 

7. Proposed Action Category 

NIST SP 800-53, Rev. 4, Security and Privacy Controls for Federal Information Systems and 
Organizations, AC-2 Account Management, states: 

The organization: 
a. Identifies and selects the following types of information system accounts to support 
organizational missions/business functions: [Assignment: organization-defined information 
system account types]; 
b. Assigns account managers for information system accounts; 
c. Establishes conditions for group and role membership; 
d. Specifies authorized users of the information system, group and role membership, and 
access authorizations (i.e., privileges) and other attributes (as required) for each account; 
e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests 
to create information system accounts; 
f. Creates, enables, modifies, disables, and removes information system accounts in 
accordance with [Assignment: organization-defined procedures or conditions]; 
g. Monitors the use of information system accounts; 
h. Notifies account managers: 

1. When accounts are no longer required; 
2. When users are terminated or transferred; and 
3. When individual information system usage or need-to-know changes; 

i. Authorizes access to the information system based on: 
1. A valid access authorization; 
2. Intended system usage; and 
3. Other attributes as required by the organization or associated missions/business 

functions; 
j. Reviews accounts for compliance with account management requirements [Assignment: 
organization-defined frequency]; and 
k. Establishes a process for reissuing shared/group account credentials (if deployed) when 
individuals are removed from the group. 

NIST SP 800-53, Rev. 4, Information Security Program Plan, PM-1 states:  The organization: 
b. Reviews the organization-wide information security program plan [Assignment: 
organization defined frequency]; 
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: 
Due to lack of internal communications following change in personnel assignments within the 

, management was unable to provide sufficient audit documentation within the period 
designated by the auditors. 

: 
We were informed that due to inadequate staffing and resource prioritization, did not 
implement a process to create, maintain, and update a risk profile in accordance with OMB A-123.  

We were informed  did not implement a process to periodically review and update 
POA&Ms due to inadequate staffing and resource prioritization. 

 management did not prioritize the review, update, or approval of the SSP due to 
inadequate staffing and resource prioritization. 

: 
Failing to review and approve the SSP could lead to the plan becoming ineffective in addressing 
changes to information systems that could lead to inappropriate use and exposure of the system and 
its data. 

Not reviewing and updating POA&Ms periodically could lead to delays in remediating and 
resolving known risks, control deficiencies, and vulnerabilities within the security boundary of 

, which could in turn result in exploited vulnerabilities hindering the operations, thereby 
impacting the data within the system. 

: 
Bureau-wide information security policies and procedures provide guidance over controls 
implemented for information systems. Outdated documentation can lead to a misunderstanding of 
the information system control environment. This in turn increases the risk of improper controls 
implementation, thereby exposing  systems to vulnerabilities or security risks. 

The lack of an   may result in security considerations not being addressed 
within the system development life cycle, which could lead to inconsistencies in the 
implementation of  ’s information security strategies. 

The failure to periodically review and update POA&Ms could lead to delays in remediating and 
resolving known risks, control deficiencies, and vulnerabilities within the security boundary of 

, which could result in exploited vulnerabilities that hinder operations and/or impact the data 
within the system. 

: 
The failure to periodically review and update POA&Ms could lead to delays in remediating and 
resolving known risks, control deficiencies, and vulnerabilities within the security boundary of 

, which could result in exploited vulnerabilities that hinder operations and/or impact the data 
within the system. 

An outdated operating system increases the risks of compromised mobile devices, which could 
subject these devices to exposure and/or loss of data, lack of system availability, and other 
malicious and unauthorized activities. 
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We recommend  : 

8. Implement a process to consistently ensure that all open POA&Ms are reviewed and updated 
quarterly in accordance with DOI policy. 

9. Ensure all mobile devices are operating the minimum approved  baseline in accordance 
with DOI policy or obtain a formal policy exception from the DOI Chief Information Security 
Officer. 

We recommend  : 

10. Design and implement a process to ensure access control documentation is retained to support 
operational needs as required by the GAO Standards for Internal Control in the Federal 
Government and NIST SP 800-53, Rev 4. 

We recommend : 

11. Implement a process to create and periodically update the cybersecurity risk profile in accordance 
with OMB A-123 requirements. 

12. Implement a process to ensure all POA&Ms are appropriately reviewed and updated in accordance 
with DOI policy requirements. 

13. Implement procedures that ensure the SSP is reviewed, updated, and approved at 
least annually in accordance with DOI security control standards. 
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2. Identify Function:  Program. 

The table below lists deficiencies in the  FISMA Metric domain. 

FISMA Summary of 
Metric Domain Deficiency 

 DOI did not develop policies and procedures for  component authenticity, anti-
counterfeit training, and configuration control for component service and repair. 

We performed the following procedures and noted deficiencies associated with DOI’s supply 
program.  We inquired of DOI  management to determine whether a program was established 
and whether controls are implemented throughout the Department. We were informed that DOI had not 
developed policies and procedures for component authenticity, anti-counterfeit training, and 
configuration control for component service and repair; consequently, we determined that none of the 12 
Bureaus and Offices implemented a  program. 

Office of Management and Budget (OMB) Circular No. A-130, Managing Information as a Strategic 
Resource, Appendix I to OMB Circular A-130, Responsibilities for Protecting and Managing Federal 
Information Resources states that: 

The organization: 
a. Shall develop, implement, document, maintain, and oversee agency-wide information security 
and privacy programs including people, processes, and technologies to: 

1. Implement supply chain risk management principles to protect against the insertion of 
counterfeits, unauthorized production, tampering, theft, insertion of malicious software, as 
well as poor manufacturing and development practices throughout the system development 
life cycle. 

: 
We were informed that  did not prioritize the development of policies and procedures to 
support component authenticity, anti-counterfeit training, and configuration control 
activities for component service and repair. 

: 
Without implementing policies and procedures, there is an increased risk of compromise to 
the Department’s integrity, security, quality and resilience, and its products and services. In 
addition, the Department could experience threats related to issues for counterfeits, unauthorized 
and/or inappropriate production, tampering, theft, insertion of malicious software and hardware as 
well as poor manufacturing and development practices in the . 

We recommend DOI: 
14. Enhance the established  policies and procedures to include processes over supply chain 

component authenticity, anti-counterfeit training, and configuration control for component service 
and repair. 
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3. Protect Function: Implementation of the CM Program. 

The table below lists deficiencies in the CM program. 

FISMA 
Metric Domain 

Summary of 
Deficiencies 

CM DOI established a CM program; however, DOI did not ensure that: 
• Information system security patches and updates are consistently tested, 

approved, and documented prior to implementation at . 
• Security patches and system changes are documented and tested prior to 

implementation into production environment at  and . 
• Security compliance scan policies are complete and accurate, and deviations 

from established baselines are documented and maintained at .  
• POA&Ms for untimely remediation of failed compliance security checks are 

created at . 
• Vulnerability assessment and compliance scan configurations are maintained 

at . 
• Processes to remediate system vulnerabilities are operating as intended at 

. 
• High risk vulnerabilities are remediated within  at . 
• CM documentation for baseline configuration, configuration change control, 

configuration settings, least functionality, information integrity, vulnerability 
scanning, and flaw remediation are maintained for the  system. 

• and  vulnerabilities were remediated in accordance with 
established timeframes for  at  and . 

• , , and  vulnerabilities were remediated in accordance 
with established timeframes for at  and . 

We performed the following procedures and noted the following deficiencies in 6 of 12 Bureaus’ and 
Offices’ CM programs: , , , , , and .  

: 
We randomly selected  connected to the DOI network and performed 
vulnerability security scans to determine whether patch and configuration management practices 
were effective and whether critical, high, and medium risk vulnerabilities were present. 

 and
control standards. Specifically, we noted the following: 

 vulnerabilities were not remediated timely in accordance with DOI security 
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GAO Standards for Internal Control in the Federal Government, states: 

3.09 – Management develops and maintains documentation of its internal control system. 

3.10 – Effective documentation assists in management’s design of internal control by establishing 
and communicating the who, what, when, where, and why of internal control execution to personnel. 
Documentation also provides a means to retain organizational knowledge and mitigate the risk of 
having that knowledge limited to a few personnel, as well as a means to communicate that knowledge 
as needed to external parties, such as external auditors. 

3.11 - Management documents internal control to meet operational needs. Documentation of controls, 
including changes to controls, is evidence that controls are identified, capable of being communicated 
to those responsible for their performance, and capable of being monitored and evaluated by the 
entity. 

DOI Security Control Standard System Information Integrity, version 4.1, Control SI-2 Applicability, states: 
The organization: 
a. Identifies, reports, and corrects information system flaws; 
b. Tests software and firmware updates related to flaw remediation for effectiveness and potential 

side effects before installation; 
c. Installs security-relevant software and firmware updates within System Owner-defined time 

period, , of the release of the updates; and 
d. Incorporates flaw remediation into the organizational configuration management process. 

DOI Security Control Standard Configuration Management, version 4.1, Control CM-3, states: 

The organization: 
a. Determines the types of changes to the information system that are configuration controlled. 
b. Reviews proposed configuration-controlled changes to the information system and approves or 

disapproves such changes with explicit consideration for security impact analyses. 
c. Documents configuration change decisions associated with the information system. 
d. Implements approved configuration-controlled changes to the information system. 
e. Retains records of configuration-controlled changes to the information system for System 

Owner-defined time period. 
f. Audits and reviews activities associated with configuration-controlled changes to the 

information system; and 
g. Coordinates and provides oversight for configuration change control activities through System 

Owner-defined configuration change control element (e.g., committee, board) that convenes 
(one or more) of System Owner-defined frequency; System Owner-defined configuration 
change conditions. 

DOI Security Control Standards Configuration Management version 4.1, CM-3(2), states: 

The organization tests, validates, and documents changes to the information system before 
implementing the changes on the operational system. 

DOI Security Control Standards Risk Management version 4.2, RA-5 Vulnerability Scanning Control: The 
organization: 

a. Scans for vulnerabilities in the information system and hosted applications in accordance with 
DOI’s Scanning Policy, and when new vulnerabilities potentially affecting the 
system/applications are identified and reported; 
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b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools 
and automate parts of the vulnerability management process by using standards for: 

i. Enumerating platforms, software flaws, and improper configurations; 
ii. Formatting checklists and test procedures; and 

iii. Measuring vulnerability impact; 
c. Analyzes vulnerability scan reports and results from security control assessments; 

d. Remediates legitimate vulnerabilities to Internet-accessible systems within  for 
critical vulnerabilities,  for critical vulnerabilities on non-Internet accessible systems, 

 for high risk/important vulnerabilities on all systems, and within  for 
moderate risk vulnerabilities on all systems in accordance with an organizational assessment of 
risk; and 

e. Shares information obtained from the vulnerability scanning process and security control 
assessments with the CDM program and  personnel to help eliminate similar vulnerabilities 
in other information systems (i.e., systemic weaknesses or deficiencies). 

CM-6 Configuration Settings 

The organization: 
a. Establishes and documents configuration settings for information technology products 

employed within the information system using United States Government Configuration 
Baseline, or other appropriate checklists from the National Vulnerability Database maintained 
by the National Institute of Standards and Technology, that reflect the most restrictive mode 
consistent with operational requirements; 

b. Implements the configuration settings; 
c. Identifies, documents, and approves any deviations from established configuration settings for 

individual components within the information system based on explicit operational 
requirements; and 

d. Monitors and controls changes to the configuration settings in accordance with organizational 
policies and procedures 

NIST SP 800-53, Rev. 4, CM-2 Baseline Configuration, states: 

The organization: 
a. Develops, documents, and maintains under configuration control, a current baseline configuration 
of the system; and 
b. Reviews and updates the baseline configuration of the system: 

1. [Assignment: organization-defined frequency]; 
2. When required due to [Assignment: organization-defined circumstances]; and 
3. When system components are installed or upgraded. 

NIST SP 800-53, Rev. 4, CM-7 Least Functionality, states: 
The organization: 
a. Configures the information system to provide only essential capabilities; and 

b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: 
[Assignment: organization-defined prohibited or restricted functions, ports, protocols, and/or 
services]. 

NIST SP 800-53, Rev. 4, CM-8 Information System Component Inventory, states: 

The organization: 
a. Develops and documents an inventory of information system components that: 
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: 
did not prioritize adherence to DOI Security Control Standards associated with the performance 

of security patch and configuration remediation efforts in response to previous vulnerability scans 
conducted for  connected to the DOI network or create a POA&M to document 
corrective actions. 

management did not prioritize the requirement to document the approval and testing of security 
related patches before implementation. 

 management did not prioritize the requirement to identify and document STIG 
policy exceptions and deviations. We inquired of management and were informed that management 
did not document policy exceptions or deviations from the STIG for items that are not applicable or 
are risk accepted to explain the 67 missing checks. 

management did not adhere to DOI security policies or maintain audit evidence 
to support activities related to the  vulnerability scan tool. 

: 
 management informed us that it did not prioritize the institution of procedural requirements to 

retain supporting documentation evidencing the review, testing, and approval of security patches. 

 management’s bi-weekly “Vulnerability Management Sync-Up” meetings only included 
systems that reside on .  system does not reside on the  and, 
as a result, it was not being included in management’s bi-weekly “Vulnerability Management Sync-
Up” meetings. Therefore, the  system’s vulnerability status was not consistently 
communicated to bureau management and vulnerabilities were not addressed timely. 

Additionally, management did not prioritize the enforcement of requirements to 
document its review of vulnerability scan results or the remediation efforts that resulted from the 
review. 

: 
 management was not aware that the interim patch, which was released outside the standard patch 

cycle, did not include all  security patch information from previous patches. 

management informed KPMG that because of the current volume of analysis and testing 
required for patching, the deployment of patch management coordination efforts between separate 
entities within led to challenges in remediating documented IT security vulnerabilities in a 
timely manner. 

: 
Due to lack of internal communications following change in personnel assignments within , 

management was unable to provide sufficient audit documentation within the period 
designated by the auditors. 

DOI did not prioritize the enforcement of requirements to complete security patch and configuration 
remediation efforts in a timely manner. 

: 

: 
 management did not prioritize the requirement to maintain audit evidence that 

support system flaw remediation processes. 
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4.  Protect Function: Implementation of the IAM Program.  

The table below lists deficiencies in the IAM program. 

FISMA 
domain 

Summary of 
Deficiencies 

IAM DOI established an IAM program; however, DOI did not ensure that: 
• Privileged user access was reviewed and approved for one information system at 

. 
• Personnel security procedures and related audit artifacts were maintained at . 
• User account management procedures were followed at . 
• A process to enforce completion of DOI required user access agreements, 

forms, and security awareness training prior to provisioning user access was 
implemented at . 

• Personnel security program and reinvestigation processes were followed at . 
• Periodic reinvestigation of non-privileged users were conducted in accordance with 

investigation requirements at . 
• A process to perform weekly audit log reviews to monitor privileged user activities 

was documented and implemented at . 
• User access request forms, forms, personnel risk designation documentation, 

and privacy agreements were maintained at .  
• A system use notification or banner for publicly available information systems was 

defined and implemented at . 

 
  

 

 

  
 

 

 

 

We performed the following procedures and noted the following deficiencies in 9 of 12 Bureaus’ and 
Offices’ IAM programs:   . 

: 
We inquired of management and were informed that while management performed an annual 
review of application user access, a similar review of – including those used 
by  – was not performed. 

: 

Also, we noted audit evidence related to risk designation and investigation for  users was not 
available for inspection; therefore, we determined controls related to the personnel security and 
screening process were ineffective. 

We selected and tested 15 

user to determine whether the user’s access request form was 
appropriately completed prior to configuration of such access. However, 
management was unable to provide evidence demonstrating that the user’s access was in fact 
authorized prior to its configuration in the system. 

non-privileged users to determine whether 
appropriate screening procedures were followed in accordance with policy.  We noted that 
sufficient audit evidence for four such users was not available. Also, we tested one new 

: 
We selected and tested two new system users that were added to the system since 
October 2020. We found that one of those users did not complete the required user access 
agreement, form, and security awareness training prior to gaining system access, as is 
required per DOI Security Control Standards.  
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DOI Security Control Standard, PS-3 Personnel Screening, states: 

The organization: 
a. Screens individuals prior to authorizing access to the information system; and 
b. Rescreens individuals according to Office of Law Enforcement and Security (OLES) Personnel 
Security and Suitability Program investigation requirements. 

DOI Security Control Standard, PS-6 Access Agreements, states: 

The organization: 
1. Develops and documents access agreements for organizational information systems; 
2. Reviews and updates the access agreements at least every two years; and 
3. Ensures that individuals requiring access to organizational information and information systems: 

— Sign appropriate access agreements prior to being granted access; and 
— Re-sign access agreements to maintain access to organizational information systems when 

access agreements have been updated or System Owner-defined frequency 

DOI Security Control Standard Planning (PL), version 4.1, PL-4 Rules of Behavior, states: 

The organization: 
a. Establishes and makes readily available to individuals requiring access to the information 
system, the rules that describe their responsibilities and expected behavior with regard to 
information and information system usage. 
b.  Receives a signed acknowledgment from such individuals,  indicating that they have read, 
understand,  and agree to abide by the rules of behavior,  before authorizing access to information 
and the information system. 
c. Reviews and updates as needed the rules of behavior at least annually;  and 
d.  Requires individuals who have signed a previous version of the rules of behavior to read and re-
sign when the rules of behavior are revised/updated. 

DOI Security Control Standard Awareness and Training (AT), Version 4.1, AT-2 Security Awareness 
Training, states: 

The organization provides basic security awareness training to information system users (including 
managers,  senior executives,  and contractors): 

a. As part of initial training for new users. 
b.  When required by information system changes; and 
c. Annually thereafter. 

DOI OS Federal Investigation Standards 

Tier 3 Investigation, Section 8.4.1 Frequency, states: Subjects occupying Tier 3 positions, as defined 
in paragraph 8.1, shall be reinvestigated such that 100 percent are conducted at least once every five 
years and as event-driven, subject to implementing guidance. 

DOI OS Federal Investigation Standards 
Tier 2 Investigation, Section 7.4.1 Frequency, states: Subjects in Tier 2 positions, as defined in 
paragraph 7.1, shall be reinvestigated at least once every five years and as event-driven, subject to 
implementing guidance. 
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: 
Without the timely identification of unauthorized or inappropriate user activity, there is an 
increased risk of unauthorized access to and modification of information system resources and data. 

: 
Failure to maintain internal control documentation leaves management and other stakeholders 
without evidence of control performance and hampers efforts to effectively assess the control 
environment. 

: 
Failure to maintain internal control documentation leaves management and other stakeholders 
without evidence of control performance and hampers efforts to effectively assess the control 
environment. 

: 
System use notifications or warning banners serve as a deterrent to users that are contemplating the 
performance of unauthorized system activities.  The absence of such messaging may leave such users 
emboldened to carry out unauthorized activities, thereby exposing the system and its data to increased 
risk of compromise. 

We recommend : 
31. Implement a periodic review of  

, as appropriate in accordance with DOI Security Control Standards. 
32. Require the retention of personnel security documentation to support operational needs as required 

by the GAO Standards for Internal Control in the Federal Government and NIST Special Publication 
800-53, Rev 4. 

We recommend  : 
33. Require that  management retain IAM control documentation to support its 

system of internal controls and operational needs as required by the GAO Standards for Internal 
Control in the Federal Government and NIST Special Publication 800-53, Rev 4. 

We recommend  : 
34. Enforce completion of DOI required user access agreements, ROB forms, and security awareness 

training prior to provisioning user access to the . 
35. Update training to inform backup personnel that support the ISSO of their roles and responsibilities 

when provisioning access to the . 

We recommend  : 
36. Enhance the personnel security program and reinvestigation processes to ensure all  

privileged 

 
users are periodically reinvestigated in accordance with DOI Federal Investigative 

Standards. 

We recommend  : 
37. Design and implement a formal policy that requires the regions to utilize the  to track 

screening status and start the background reinvestigation process when appropriate. 

We recommend  : 
38. Design and implement a process to perform   of  in 

accordance with DOI Security Control Standards. 
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We recommend : 
39. Require the retention of user access agreements, ROB forms, and position risk designation and 

personnel screening documentation for  users. 

We recommend : 
40. Require the retention of user access agreements, ROB forms, position risk designation and 

personnel screening documentation, and privacy agreements for  users. 

We recommend  : 
41. Design and implement a system use notification or warning banner for  users to acknowledge 

prior to system use. 
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3.11 – Management documents internal control to meet operational needs. Documentation of 
controls, including changes to controls, is evidence that controls are identified, capable of being 
communicated to those responsible for their performance, and capable of being monitored and 
evaluated by the entity. 

DOI Security Control Standard SI, SI-3 Malicious Code Protection, states: 

The organization: 
a. Employs malicious code protection mechanisms at information system entry and exit points to 

detect and eradicate malicious code; 
b. Updates malicious code protection mechanisms whenever new releases are available in 

accordance with organizational configuration management policy and procedures; 
c. Configures malicious code protection mechanisms to: 

1. Perform periodic scans of the information system at a System Owner-defined 
frequency and real-time scans of files from external sources at one or more; [endpoint; 
network entry/exit points], as the files are downloaded, opened, or executed in 
accordance with organizational security policy; and 

2. System Owner selection of one or more: [block malicious code; quarantine malicious 
code; send alert to administration]. System Owner-defined action in response to 
malicious code detection; and 

d. Addresses the receipt of false positives during malicious code detection and eradication and the 
resulting potential impact on the availability of the information system. 

DOI Security Control Standard SI, SI-4 Information System Monitoring, states: 

The organization: 
e. Monitors the information system to detect: 

1. Attacks and indicators of potential attacks in accordance with System Owner-defined 
monitoring objectives ; and 

2. Unauthorized local, network, and remote connections; 
f. Identifies unauthorized use of the information system through System Owner-defined 

techniques and methods; 
g. Deploys monitoring devices: (i) strategically within the information system to collect 

organization-determined essential information; and (ii) at ad hoc locations within the system to 
track specific types of transactions of interest to the organization; 

h. Protects information obtained from intrusion-monitoring tools from unauthorized access, 
modification, and deletion; 

i. Heightens the level of information system monitoring activity whenever there is an indication 
of increased risk to organizational operations and assets, individuals, other organizations, or the 
Nation based on law enforcement information, intelligence information, or other credible 
sources of information; 

j. Obtains legal opinion with regard to information system monitoring activities in accordance 
with applicable federal laws, Executive Orders, directives, policies, or regulations; and 

k. Provides System Owner-defined information system monitoring information to System Owner-
defined personnel or roles [Selection (one or more): as needed]; System Owner-defined 
frequency. 

DOI Security Control Standard SC, Version 4.1, SC-7 Boundary Protection, states:  The Information 
System: 

a.  Monitors and controls communications at the external boundary of the system and at key 
internal boundaries within the system. 
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b. Implements subnetworks for publicly accessible system components that are Selection: 
physically; logically separated from internal organizational networks; and 
c.  Connects to external networks or information systems only through managed interfaces 
consisting of boundary protection devices arranged in accordance with an organizational security 
architecture. 

DOI Security Control Standard SC, Version 4.1, SC-18 Mobile Code, states:  The Organization: 

a. Defines acceptable and unacceptable mobile code and mobile code technologies. 
b. Establishes usage restrictions and implementation guidance for acceptable mobile code and 
mobile code technologies; and 
c.  Authorizes, monitors, and controls the use of mobile code within the information 
system. 

NIST SP 800-137, ISCM for Federal Information System Systems, Appendix D.1, states: 

D.1 Technologies for Data Gathering 
Data gathering technologies are those that provide the capability to observe, detect, prevent, or log 
known security threats and vulnerabilities, and/or remediate or manage various aspects of security 
controls implemented to address those threats and vulnerabilities. These technologies are primarily 
implemented at the information systems level (Tier 3). However, they can be configured to support 
an organization’s ongoing security monitoring needs up through mission/business processes and 
information security governance metrics. Implementing a tool across an organization allows systems 
within that organization to inherit and leverage said capability. A security automation domain is an 
information security area that includes a grouping of tools, technologies, and data. Data within the 
domains is captured, correlated, analyzed, and reported to present the security status of the 
organization that is represented by the domains monitored. Security automation provides 
standardized specifications that enable the interoperability and flow of data between these domains. 
Monitoring capabilities are achieved through the use of a variety of tools and techniques. The 
granularity of the information collected is determined by the organization, based on its monitoring 
objectives and the capability of the enterprise architecture to support such activities. 

This section describes the tools and technologies within eleven security automation domains that 
support continuous monitoring: 

• Vulnerability Management; 
• Patch Management; 
• Event Management; 
• Incident Management; 
• Malware Detection; 
• Asset Management; 
• Configuration Management; 
• Network Management; 
• License Management; 
• Information Management; and 
• Software Assurance. 

NIST SP 800-53, Rev. 4, AR-5 Privacy Awareness and Training, states:  The Organization: 

c. Ensures that personnel certify (manually or electronically) acceptance of responsibilities for 
privacy requirements annually. 
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: 
We were informed that management did not prioritize the establishment of 
procedural requirements to retain security tool documentation evidencing the performance of 
control activities. 

: 
Due to lack of internal communications within management was unable to 
provide sufficient audit documentation to us in a timely manner. 

: 
Due to lack of internal communications following change in personnel assignments within , 

management was unable to provide sufficient audit documentation to us in a timely manner. 

: 
Failure to maintain internal control documentation leaves management and other stakeholders 
without evidence of control performance and hampers efforts to effectively assess the control 
environment. 

We recommend DOI: 
42. Implement a process to retain data protection and privacy internal control documentation at   

 to support its system of internal controls and operational needs as required by the 
GAO Standards for Internal Control in the Federal Government and NIST Special Publication 800-
53, Rev 4. 
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6. Detect Function: Implementation of the ISCM Program. 

The table below lists deficiencies in the information security continuous monitoring program. 

FISMA 
Metric Domain 

Summary of 
Deficiencies 

ISCM DOI has established an ISCM program; however, DOI did not ensure that: 
• Results of security control self-assessments conducted weekly were maintained at 

the . 
• Formal ISCM plans and the assessment of security and privacy controls were 

documented and implemented in accordance with DOI policy at . 
• ISCM documentation, such as quarterly security control briefing reports 

provided to the AO for review, were maintained at . 

Offices’ ISCM programs: 
We performed the following procedures and noted the following weaknesses in 3 of 12 Bureaus’ and 

. 

: 
We inquired of management and requested audit documentation, such as results of 
security control self-assessments for review and inspection to support testing over the ISCM FISMA 
Metric domain.  However,  management was unable to provide four of five requested 
self-assessment reports in a timely manner.  As a result, we determined the self-assessment process 
supporting the ISCM program was ineffective. 

 management continued to collect artifacts after established audit document submission 
due dates; however, we were unable to review and inspect the artifacts after established audit 
document submission due dates. 

: 
We inquired of management and were informed that did not complete a 
comprehensive system control assessment for the .  Specifically, we noted that most of 
the security controls had not been independently assessed in the last . Therefore, 
we determined that did not develop a formalized security assessment plan in accordance 
with DOI Security Control Standards to evaluate the effectiveness of the security controls. 

We inquired of management to determine whether an ISCM plan was documented and 
implemented and was informed that such a plan was not documented. Furthermore, we determined 
that although management developed an Information Management Technology (IMT) 
Continuous Diagnostics and Mitigation (CDM) Plan to identify, diagnose, mitigate, and accept risks 
while continuously monitoring the environment, the CDM Plan did not provide comprehensive 
monitoring of the environment for security and privacy controls and did not meet the requirements 
of an ISCM Plan as established by DOI Security Control Standards. 
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: 
We inquired of management and requested audit documentation, such as security control 
briefing reports that are provided to the authorizing official for review and inspection, to support 
testing over the ISCM FISMA Metric Domain.  However,  management was unable to provide 
the two security control briefing reports that we selected for testing in a timely manner.  As a result, 
we determined associated security controls supporting the ISCM program were ineffective. 

 management continued to collect artifacts after established audit document submission 
due dates; however, we were unable to review and inspect the artifacts after such dates. 

GAO, Standards for Internal Control in the Federal Government, states: 

Documentation of the Internal Control System. 
3.09 Management develops and maintains documentation of its internal control system. 
3.10 Effective documentation assists in management’s design of internal control by establishing and 
communicating the who, what, when, where, and why of internal control execution to personnel. 
Documentation also provides a means to retain organizational knowledge and mitigate the risk of 
having that knowledge limited to a few personnel, as well as a means to communicate that knowledge 
as needed to external parties, such as external auditors. 
3.11 Management documents internal control to meet operational needs. Documentation of controls, 
including changes to controls, is evidence that controls are identified, capable of being communicated 
to those responsible for their performance, and capable of being monitored and evaluated by the 
entity. 

DOI Security Control Standards SI, SI-4 INFORMATION SYSTEM MONITORING Control, states: The 
organization: 

a. Monitors the information system to detect: 
1. Attacks and indicators of potential attacks in accordance with System Owner-defined 

monitoring objectives ; and 
2. Unauthorized local, network, and remote connections; 

b. Identifies unauthorized use of the information system through System Owner-defined 
techniques and methods; 

c. Deploys monitoring devices: (i) strategically within the information system to collect 
organization-determined essential information; and (ii) at ad hoc locations within the system to 
track specific types of transactions of interest to the organization; 

d. Protects information obtained from intrusion-monitoring tools from unauthorized access, 
modification, and deletion; 

e. Heightens the level of information system monitoring activity whenever there is an indication 
of increased risk to organizational operations and assets, individuals, other organizations, or the 
Nation based on law enforcement information, intelligence information, or other credible 
sources of information; 

f. Obtains legal opinion with regard to information system monitoring activities in accordance 
with applicable federal laws, Executive Orders, directives, policies, or regulations; and 

g. Provides System Owner-defined information system monitoring information to System Owner-
defined personnel or roles [Selection (one or more): as needed]; System Owner-defined 
frequency. 

DOI Security Control Standards, Security Assessment and Authorization, version 4.1, CA-2 Security 
Assessments, states: The organization: 

47 



a. Develops a security assessment plan that describes the scope of the assessment including: 
1. Security controls and control enhancements under assessment; 
2. Assessment procedures to be used to determine security control effectiveness; and 
3. Assessment environment, assessment team, and assessment roles and responsibilities; 

b. Assesses the security controls in the information system and its environment of operation 
[Assignment: organization-defined frequency] to determine the extent to which the controls are 
implemented correctly, operating as intended, and producing the desired outcome with respect to 
meeting established security requirements; 

c. Produces a security assessment report that documents the results of the assessment; and 
d. Provides the results of the security control assessment to [Assignment: organization-defined 

individuals or roles] 

DOI Security Control Standards, Security Assessment and Authorization, version 4.1, CA-7 Security 
Assessments, states: 

The organization develops a continuous monitoring strategy and implements a continuous monitoring 
program that includes: 
a. Establishment of System Owner-defined metrics to be monitored; 
b. Establishment of System Owner-defined frequencies for monitoring and System Owner-defined 

frequencies for assessments supporting such monitoring 
c. Ongoing security control assessments in accordance with the organizational continuous 

monitoring strategy 
d. Ongoing security status monitoring of organization-defined metrics in accordance with the 

organizational continuous monitoring strategy; 
e. Correlation and analysis of security-related information generated by assessments and 

monitoring; 
f. Response actions to address results of the analysis of security-related information; and 
g. Reporting the security status of organization and the information system to the Authorizing 

Official at least quarterly. 

NIST SP 800-137, ISCM for Federal Information System Systems, Appendix D.1, states the following: 

D.1 TECHNOLOGIES FOR DATA GATHERING 
Data gathering technologies are those that provide the capability to observe, detect, prevent, or log 
known security threats and vulnerabilities, and/or remediate or manage various aspects of security 
controls implemented to address those threats and vulnerabilities. These technologies are primarily 
implemented at the information systems level (Tier 3). However, they can be configured to support 
an organization’s ongoing security monitoring needs up through mission/business processes and 
information security governance metrics. Implementing a tool across an organization allows systems 
within that organization to inherit and leverage said capability. A security automation domain is an 
information security area that includes a grouping of tools, technologies, and data. Data within the 
domains is captured, correlated, analyzed, and reported to present the security status of the 
organization that is represented by the domains monitored. Security automation provides 
standardized specifications that enable the interoperability and flow of data between these domains. 
Monitoring capabilities are achieved through the use of a variety of tools and techniques. The 
granularity of the information collected is determined by the organization, based on its monitoring 
objectives and the capability of the enterprise architecture to support such activities. 

This section describes the tools and technologies within eleven security automation domains that support 
continuous monitoring: 

• Vulnerability Management; 
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We recommend  : 
44. Allocate adequate resources to periodically assess implemented security and privacy controls for the 

 in accordance with DOI Security Control Standards. 
45. Docume

 
nt and implement a formal ISCM Plan to provide an ongoing situational awareness to support 

risk-based management decisions in accordance with DOI Security Control Standards. 

We recommend  : 
46. Require retention of quarterly security control briefing reports that are submitted to the AO. 
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3.11 – Management documents internal control to meet operational needs. Documentation of 
controls, including changes to controls, is evidence that controls are identified, capable of being 
communicated to those responsible for their performance, and capable of being monitored and 
evaluated by the entity. 

DOI Security Control Standard, Version 4.1, SI-4 INFORMATION SYSTEM MONITORING Control, 
states: The organization: 

a. Monitors the information system to detect: 
1. Attacks and indicators of potential attacks in accordance with System Owner-defined 

monitoring objectives ; and 
2. Unauthorized local, network, and remote connections; 

b. Identifies unauthorized use of the information system through System Owner-defined 
techniques and methods; 

c. Deploys monitoring devices: (i) strategically within the information system to collect 
organization-determined essential information; and (ii) at ad hoc locations within the system to 
track specific types of transactions of interest to the organization; 

d. Protects information obtained from intrusion-monitoring tools from unauthorized access, 
modification, and deletion; 

e. Heightens the level of information system monitoring activity whenever there is an indication 
of increased risk to organizational operations and assets, individuals, other organizations, or the 
Nation based on law enforcement information, intelligence information, or other credible 
sources of information; 

f. Obtains legal opinion with regard to information system monitoring activities in accordance 
with applicable federal laws, Executive Orders, directives, policies, or regulations; and 

g. Provides System Owner-defined information system monitoring information to System Owner-
defined personnel or roles [Selection (one or more): as needed]; System Owner-defined 
frequency. 

DOI Security Control Standards, version 4.1, IR-5 INCIDENT MONITORING control, states: The 
organization tracks and documents information system security incidents. 

DOI  Enterprise Computer Security Incident Response Plan, version 1.2, dated April 30, 2019, 
states: 

a. All incidents involving PII are breaches that must be reported to the DOI-CIRC Enterprise 
Incident Portal 

b. Therefore, after initial investigation by the bureaus and offices computer security incident 
response team (BCSIRT), events that meet the National Institute of Standards and Technology 
(NIST) definition of an incident are required to be reported to DOI-CIRC within one hour of 
the determination. 

NIST SP 800-137, ISCM for Federal Information System Systems, Appendix D.1, states: 

D.1 TECHNOLOGIES FOR DATA GATHERING 
Data gathering technologies are those that provide the capability to observe, detect, prevent, or log 
known security threats and vulnerabilities, and/or remediate or manage various aspects of security 
controls implemented to address those threats and vulnerabilities. These technologies are primarily 
implemented at the information systems level (Tier 3). 
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: 
The failure to timely report incidents involving PII reduces management and associated authorities’ 
ability to identify and remediate factors causing the incident before PII can be fully exploited. 

We recommend  : 
47. Design and implement a process to retain incident response internal control documentation to support 

its system of internal controls and operational needs as required by the GAO Standards for Internal 
Control in the Federal Government and NIST SP 800-53, Rev 4. 

We recommend   : 48. Implement an enforcement process to report incident tickets involving  to US-CERT within the 
, as required by the DOI Enterprise Computer Secur  ity Incident Response Plan. 
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3.11 – Management documents internal control to meet operational needs. Documentation of 
controls, including changes to controls, is evidence that controls are identified, capable of being 
communicated to those responsible for their performance, and capable of being monitored and 
evaluated by the entity. 

DOI Security Control Standards, version 4.1, CP-2 Contingency Plan, states: The organization: 

a.  Develops a contingency plan for the information system that: 
1. Identifies essential missions and business functions and associated contingency 

requirements; 
2. Provides recovery objectives, restoration priorities,  and metrics; 
3. Addresses contingency roles, responsibilities, assigned individuals with contact 

information; 
4. Addresses maintaining essential missions and business functions despite an information 

system disruption,  compromise, or failure; 
5. Addresses eventual, full information system restoration without deterioration of the 

security safeguards originally planned and implemented;  and 
6. Is reviewed and approved by designated officials within the organization. 

b. Distributes copies of the contingency plan to System Owner-defined key contingency personnel 
(identified by name and/or by role)  and organizational elements; 

c. Coordinates contingency planning activities with incident handling activities; 
d. Reviews the contingency plan for the information system at least annually; 
e. Updates the contingency plan to address changes to the organization, information system, or 

environment of operation and problems encountered during contingency plan implementation, 
execution,  or testing; 

f. Communicates contingency plan changes to System Owner-defined key contingency personnel 
(identified by name and/or by role)  and organizational elements; and 

g. Protects the contingency plan from unauthorized disclosure and modification. 

NIST SP 800-53, Rev. 4, CP-3 Contingency Training, states: 

The organization: 
1. Provides contingency training to information system users consistent with assigned roles and 
responsibilities: 

a. Within System Owner-defined time period of assuming a contingency role or 
responsibility; 

b. When required by information system changes; and 
At least annually thereafter. 

DOI Security Control Standard CP, version 4.1, CP-6 Alternate Storage Site, states: The organization: 

a. Establishes an alternate storage site including necessary agreements to permit the storage and 
retrieval of information system backup information; and  

b. Ensures that the alternate storage site provides information security safeguards equivalent to that 
of the primary site. 
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DOI Security Control Standard CP, Version 4.1, CP-7 Alternate Processing Site, states: The organization: 

a. Establishes an alternate processing site including necessary agreements to permit the 
transfer and resumption of information system operations for essential missions/business functions 
within timeframes compliant with the Business Impact Analysis for the system, but no later than 90 
days when the primary processing capabilities are unavailable. 
b. Ensures that equipment and supplies required to transfer and resume operations are 
available at the alternate processing site or contracts are in place to support delivery to the site 
within the organization-defined time period for transfer/resumption; and 
c. Ensures that the alternate processing site provides information security safeguards 
equivalent to that of the primary site. 

DOI Security Control Standards CP, CP-9 Information System Backup, states: The organization: 

a. Conducts backups of user-level information contained in the information system at least daily 
incremental and weekly full; 

b. Conducts backups of system-level information contained in the information system at least daily 
incremental and weekly full; 

c. Conducts backups of information system documentation including security-related 
documentation at least daily incremental and weekly full; and 

d. Protects the confidentiality, integrity, and availability of backup information at storage locations. 

NIST SP 800-34, Rev. 1, Contingency Planning Guide for Federal Information Systems, 3.2 Conduct the 
Business Impact Analysis (BIA), states: 

The organization: As the system design evolves and components change, the BIA may need to be 
conducted again during the Development/Acquisition phase of the Systems Development Life Cycle 
(SDLC). 

: 
We were informed by management that they did not update the contingency plan to 
ensure it accurately reflected the current environment because of competing priorities. 

: 
We were informed by management that it did not prioritize the establishment 
of procedural requirements to retain supporting documentation to evidence the performance of the 
data backup control activity. 

: 
 management informed us that they were not fully aware of DIO Security Control 

Standards requirements associated with the performance of functional contingency plan tests for 
 impact systems. 

Furthermore, we were informed by management that they did not establish an 
alternate processing and storage site because of competing priorities and the lack of available IT 
components at alternate processing and storage location. 
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: 
Due to lack of internal communications following change in personnel assignments within the 

, management was unable to provide sufficient audit documentation within the period 
designated by the auditors to complete testing of the control environment.  
management was unable to prioritize the development of a contingency plan to address 
workstation assets. 

: 
We were informed that  had not reviewed and updated the contingency plan and the BIA or 
conduct a contingency plan exercise due to inadequate staffing and resource prioritization. 

:  
A lack of an updated contingency plan increases the risk that critical information systems and 
components are not appropriately identified and prioritized to support the organization’s 
mission/business processes in the event the plan is activated. 

: 
Failure to maintain internal control documentation leaves management and other stakeholders 
without evidence of control performance and hampers efforts to effectively assess the control 
environment. 

: 
The lack of a functional contingency plan test exercise presents an increased risk of significant 
disruption in services provided by the  system, which could result in data loss and the 
inability to perform mission critical functions. 

The lack of an alternate processing and storage site may result in the system being unrecoverable in 
the event of a disaster or major incident at or near its primary location, which could adversely impact 
mission critical functions. 

: 
Without performing a contingency plan exercise, there is an increased risk of a significant disruption 
in services provided by the system and, as a result, the loss of data, inability to collect 
data, and inability to perform mission critical functions for the organization, in the event of a disaster. 

Without conducting the BIA, mission functions are not effectively assessed and, as a result, 
contingency planning is not aligned with real world considerations and requirements. 

Without conducting information system backups, mission essential systems and data may be 
unavailable for restoration and, as a result, key agency operations may be adversely impacted. 

Exclusion of  workstations increases the risk that the contingency plan does not address 
all aspects of the capabilities necessary for restoration in accordance with requirements and, as a 
result, mission-essential resources are unavailable in the event of a disaster. 

: 
A lack of an updated contingency plan increases the risk that critical information systems and 
components are not appropriately identified and prioritized to support the organization’s 
mission/business processes. Additionally, a lack of an updated business impact analysis increases 
the risks of the critical mission/business processes not being prioritized and recovery objectives not 
being defined. 
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Conclusion 

As part of the FISMA performance audit, we assessed the effectiveness of the Department’s information 
security program and practices and the implementation of the security controls in NIST SP 800-53, Rev 4. 
We identified control deficiencies associated with the areas of RM, SCRM, CM, IAM, DPP, ISCM, IR, and 
CP. 

Based on the FY 2021 IG FISMA Report Metrics guidance and on the CyberScope results, DOI’s 
information security program was assessed as not effective because the majority of the Cybersecurity 
Function Areas were assessed at Consistently Implemented (Level 3). We assessed DOI's information 
security program and practices for its information systems as not effective based on the calculation 
performed in CyberScope. 

We made 60 recommendations related to the control deficiencies we identified during the FISMA 
performance audits. If effectively implemented by management, these remediations should strengthen DOI's 
information security program. Based on the control deficiencies identified, we offer two additional 
recommendations to the Department. 

The root causes that led to the control deficiencies identified as part of this performance audit may 
contribute to control deficiencies for other information systems outside of the scope of this audit. The 
Department should consider and as deemed necessary, apply these recommendations to its entire universe 
of systems. Furthermore, DOI should implement robust monitoring capabilities to continually assess the 
cybersecurity state of these systems to include a process to hold Bureaus and Offices that are responsible for 
the performance of information security controls accountable for consistent and effective execution of said 
controls, as well the remediation of identified compliance gaps. 

In a written response, DOI concurred with our recommendations and provided planned corrective actions 
that were responsive to the intent of our recommendations (see next section). 
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Appendix I – Summary of Program Areas Bureaus and Offices Have Control Deficiencies 

The following table summarizes the Cybersecurity Functions in which control deficiencies were 
identified. It should not be used to infer program area compliance in general and does not correlate to the 
overall program area assessments provided in Appendix V or responses provided for the FY 2021 
CyberScope results. 

The Identify function area consists of RM and SCRM. The Protect function area consists of CM, IAM, 
DPP, and ST. The Detect function area consists of ISCM. The Respond function area consists of IR, and 
the Recover function area consists of CP. 

Table: Cybersecurity Function Deficiencies Identified by Organization 

Functions 

Identify X X X X X 

Protect X X X X X X X X 

Detect X X X X 

Respond X X 

Recover X X X X X 

Legend: X – Weakness identified in Cybersecurity Function 
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Appendix II – Listing of Acronyms 

Acronym Definition 

AC Access Control 

ACIO Associate Chief Information Officer 

ACISO Associate Chief Information Security Officer 

AICPA American Institute of Certified Public Accounts 

AO Authorizing Official 

AU Audit and Accountability 

BIA Bureau of Indian Affairs 

BIA Business Impact Assessment 

BIM Background Investigation Management 

BLM Bureau of Land Management 

BOEM Bureau of Ocean Energy Management 

BOR Bureau of Reclamation 

BSEE Bureau of Safety and Environmental Enforcement 

CA Security Assessment and Authorization 

CDM Continuous Diagnostics and Mitigation 

CIO Chief Information Officer 

CIRC Computer Incident Response Center 

CIS Center for Internet Security 

CISO Chief Information Security Officer 

CM Configuration Management 

CP Contingency Planning 

CR Change Request 

CSAM Cyber Security Assessment and Management 
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Acronym Definition 

CVE Common Vulnerability and Exposures 

DHS Department of Homeland Security 

DMZ Demilitarized Zone 

DOI United States Department of the Interior 

DNS Domain Name Service 

DPP Data Protection and Privacy 

FIPS Federal Information Processing Standards 

FISMA Federal Information Security Modernization Act 

FOIA Freedom of Information Act 

FWS US Fish and Wildlife Service 

FY Fiscal Year 

GAGAS Generally Accepted Government Auditing Standards 

GAO Government Accountability Office 

GSS General Support System 

HR Human Resource 

HTTP Hypertext Transfer Protocol 

IA Identification and Authentication 

IA Information Assurance 

IAM Identity and Access Management 

IG Inspector General 

Incident Response IR 
ISCM Information Security Continuous Monitoring 

ISCP Information System Contingency Plan 
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Acronym Definition 

IT Information Technology 

KPMG KPMG LLP 

LAN Local Area Network 

MAC Mission Assurance Category 

MDM Mobile Device Management 

MS Microsoft 

NIST National Institute of Standards and Technology 

NPS National Park Service 

  

OIG Office of Inspector General 

OMB Office of Management and Budget 

OS Office of the Secretary 

OS Operating System 

OSMRE Office of Surface Mining Reclamation and Enforcement 

PD Position Description 

PDR   Position Risk Designation Record 

PIA   Privacy Impact Analysis 

PII Personal Identifiable Information 

PIV Personal Identity Verification 

PL Planning 

POA&M Plan of Action and Milestones 

PUB Publication 

R2 Release 2 

RA Risk Assessment 
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Acronym Definition 

RAID Redundant Array of Independent Disks 

RBST Role Based Security Training 

REV Revision 

RFC Request for Change 

RM Risk Management 

ROB Rules of Behavior 

RTO Recovery Time Objective 

SA System and Services Acquisition 

SC System and Communication Protection 

SCRM Supply Chain Risk Management 

SFTP Secure File Transfer Protocol 

SI System and Information Integrity 

SIEM Security Information and Event Management 

SOL Office of the Solicitor 

SP Special Publication 

SSP System Security Plan 

ST Security and Awareness Training 

STIG Security Technical Implementation Guide 

TIMS Technical Information Management System 

US United States 

US-CERT US Computer Emergency Readiness Team 

USB Universal Serial Bus 

USC United States Code 

USGS United States Geological Survey 
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Acronym Definition 

  

  

WCVF Weakness Completion Verific ation Form 
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• Respond Function: Incident Response – Consistently Implemented (Level 3) 
• Recover Function: Contingency Planning - Consistently Implemented (Level 3) 

Consistent with applicable FISMA requirements, OMB policy, and NIST standards, DOI established and 
maintained its information security program and practices in the five Cybersecurity Functions of Identify, Protect, 
Detect, Respond, and Recover. The Detect Function and the Identity and Access Management and Information 
Security Continuous Monitoring FISMA Metric Domains were effective. However, DOI’s overall information 
security program was not effective as we identified deficiencies in four of five Functions: Identify, Protect, Respond, 
and Recover. Specifically, deficiencies were noted in the associated FISMA Metric Domains of Risk Management, 
Supply Chain Risk Management,9 Configuration Management, Data Protection and Privacy, Security Training, 
Incident Response, and Contingency Planning.  

We assessed the Detect Function as Managed and Measurable (Level 4) and the Identify, Protect, Respond and 
Recover Functions at Consistently Implemented (Level 3). Overall, we assessed DOI’s information security 
program and practices as not effective because the majority of the Cybersecurity Functions were assessed at 
Consistently Implemented (Level 3). 

Below are the CyberScope Reporting Metrics and associated maturity levels. 

1.         To what extent does the organization maintain a comprehensive and accurate inventory of its 
information systems (including cloud systems, public facing websites, and third-party systems), and system 
interconnections (NIST SP 800-53. Rev. 4: CA-3, PM-5, and CM-8; NIST 800-161; NIST Cybersecurity 
Framework (CSF): ID.AM-1 – 4; FY 2021 CIO FISMA Metrics: 1.1, 1.1.5 and 1.4, OMB 
A-130, NIST SP 800-37, Rev. 2: Task P-18)? 

Maturity Level: Managed and Measurable (Level 4). The organization ensures that the information systems 
included in its inventory are subject to the monitoring processes defined within the organization's ISCM 
strategy. 

2. To what extent does the organization use standard data elements/taxonomy to develop and maintain an 
up-to-date inventory of hardware assets (including GFE and Bring Your Own Device (BYOD) mobile devices) 
connected to the organization’s network with the detailed information necessary for tracking and reporting 
(NIST SP 800-53 Rev. 4: CA-7 and CM-8; NIST SP 800-137; NISTIR 8011; Federal Enterprise Architecture 
(FEA) Framework, v2; FY 2021 CIO FISMA Metrics: 1.2, 1.3, 2.2, 3.9,  CSF: ID.AM-1; NIST SP 800-37, 
Rev. 2: Task P-10)? 

Maturity Level: Consistently Implemented (Level 3). The organization consistently utilizes its standard data 
elements/taxonomy to develop and maintain an up-to-date inventory of hardware assets connected to the 
organization’s network and uses this taxonomy to inform which assets can/cannot be introduced into the 
network. 

 did not ensure mobile devices were subject to monitoring processes defined within the 
organization’s information security continuous monitoring strategy.   did not have a method to ensure 
hardware assets connected to the network were authorized. 

DOI and its Bureaus and Offices can improve their maturity levels by enforcing the capability to deny mobile 
device access to DOI networks and resources when security and operating system updates have not been 
applied. 

9 Supra note 13. 
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6. To what extent does the organization utilize an information security architecture to provide a disciplined 
and structured methodology for managing risk, including risk from the organization’s supply chain (Federal 
Information Technology Acquisition Reform Act (FITARA), NIST SP 800-39; NIST SP 800-160; NIST SP 
800-37 (Rev. 2) Task P-16; OMB M-19-03; OMB M-15-14, FEA Framework; NIST SP 800-53 Rev. 4: PL-8, 
SA-3, SA-8, SA-9, SA-12, and PM-9; NIST SP 800-161; NIST SP 800-163, Rev. 1 CSF: ID.SC-1 and  
PR.IP-2; SECURE Technology Act: s. 1326)? 

Maturity Level: Consistently Implemented (Level 3).  The organization has consistently implemented its 
security architecture across the enterprise, business process, and system levels. System security engineering 
principles are followed and include assessing the impacts to the organizations information security architecture 
prior to introducing information system changes into the organization’s environment. In addition, the 
organization employs a software assurance process for mobile applications. 

 did not review or update the system security plan for a core information system in accordance 
with established DOI security policies. 

 did not appropriately update or review its system security architecture documentation in accordance with 
policy. 

did not define and develop an information security 
architecture that describes how that architecture was integrated into and supports the Bureau’s 

. 

DOI and its Bureaus and Offices can improve their maturity levels by ensuring information security 
architectures are integrated with their system development lifecycles and implement security capabilities to 
both the Information and Communications Technology (ICT) supply chain and the organization’s information 
systems. 

7. To what degree have roles and responsibilities of internal and external stakeholders involved in cyber 
security risk management processes been defined and communicated across the organization (NIST SP 800-39: 
Section 2.3.1, 2.3.2, and Appendix D; NIST SP 800-53 Rev. 4: RA-1; CSF: ID.AM-6, ID.RM-1, and ID.GV-
2; NISTIR 8286, Section 3.1.1, OMB A-123; NIST SP 800-37 (Rev. 2) Section 2.8 and Task P-1; OMB M-19-
03)? 

Maturity Level: Managed and Measurable (Level 4). Resources (people, processes, and technology) are 
allocated in a risk-based manner for stakeholders to effectively implement cybersecurity risk management 
activities and integrate those activities with enterprise risk management processes, as appropriate. Further, 
stakeholders involved in cybersecurity risk management are held accountable for carrying out their roles and 
responsibilities effectively. 

8. To what extent has the organization ensured that plans of action and milestones (POA&Ms) are utilized 
for effectively mitigating security weaknesses (NIST SP 800-53 Rev. 4: CA-5; NIST SP 800-37 (Rev. 2) Task 
A-6, R-3; OMB M-19-03, CSF v1.1, ID.RA-6)? 

Maturity Level: Consistently Implemented (Level 3).  The organization consistently utilizes POA&Ms to 
effectively mitigate security weaknesses. The organization utilizes a prioritized and consistent approach to 
POA&Ms that considers: 

• Security categorizations. 
• Specific control deficiencies and their criticality. 
• Rationale for accepting certain deficiencies in controls.  
• POA&M attributes, in accordance with OMB M-04-14. 
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 did not consistently manage their POA&Ms attributes in accordance 
with established DOI policies and procedures. 

DOI and its Bureaus and Offices can improve their maturity levels by establishing qualitative and quantitative 
performance measures of the effectiveness of their POA&M activities and by considering the information to 
make appropriate updates, as needed, to ensure that its risk posture is maintained. 

9. To what extent does the organization ensure that information about cyber security risks is communicated 
in a timely manner to all necessary internal and external stakeholders (OMB A-123; OMB Circular A-11; Green 
Book (Principles #9, #14 and #15); OMB M-19-03; CSF: Section 3.3; NIST SP 800-37 (Rev. 2) Task M-5; 
SECURE Technology Act: s. 1326, NISTIR 8286)? 

Maturity Level: Consistently Implemented (Level 3).  The organization consistently utilizes a cybersecurity 
risk register, or other comparable mechanism to ensure that information about risks are communicated in a 
timely and effective manner to appropriate internal and external stakeholders with a need-to-know. 
Furthermore, the organization actively shares information with partners to ensure that accurate, current 
information is being distributed and consumed. 

 did not consistently implement a process to communicate risks timely to internal stakeholders.  

DOI and its Bureaus and Offices can improve their maturity levels by implementing a diagnostic and reporting 
framework to include dashboards to facilitate a view of cybersecurity risks across the department. 

10. To what extent does the organization utilize technology/ automation to provide a centralized, enterprise 
wide (portfolio) view of cybersecurity risk management activities across the organization, including risk control 
and remediation activities, dependencies, risk scores/levels, and management dashboards (NIST SP 800-39; 
OMB A-123; CFO Council ERM Playbook)? 

Maturity Level: Consistently Implemented (Level 3).  The organization consistently implements an automated 
solution across the enterprise that provides a centralized, enterprise-wide view of cybersecurity risks, including 
risk control and remediation activities, dependencies, risk scores/levels, and management dashboards. All 
necessary sources of cybersecurity risk information are integrated into the solution. 

DOI and its Bureaus and Offices can improve their Risk Management programs by implementing automation 
to perform scenario analysis and model potential responses, including modeling the potential impact of a threats 
exploiting a vulnerability and the resulting impact to DOI systems and data. 

11.1 Please provide the assessed maturity level for the agency's Identify - Risk Management program. 
The maturity level for the Risk Management program was assessed at Consistently Implemented (Level 3). 
Four of 10 risk management metrics were assessed at Managed and Measurable (Level 4).  Six of 10 risk 
management metrics were assessed at Consistently Implemented (Level 3). 

11.2 Please provide the assessed maturity level for the agency's Identify Function. 
The maturity level for the Identify function was assessed at Consistently Implemented (Level 3). 

12. To what extent does the organization utilize supply chain risk management policies and procedures to 
manage SCRM activities at all organizational tiers (NIST SP 800-37 Rev. 2, Section 2.8, NIST 800-53, SR-1, 
NIST CSF v1.1, ID.SC-1, NIST 800-161)? 

Maturity Level: Defined (Level 2). The organization has defined and communicated an organization wide 
SCRM strategy. The strategy addresses: - SCRM risk appetite and tolerance - SCRM strategies or controls -
Processes for consistently evaluating and monitoring supply chain risk - Approaches for implementing and 
communicating the SCRM strategy - Associated roles and responsibilities. 
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DOI has not fully implemented its SCRM strategy across the Department.  DOI can improve its maturity level 
by fully implementing its strategy across the Department and utilize lessons learned in the implementation to 
review and update its SCRM strategy. 

13. To what extent does the organization utilize a supply chain risk management plan(s) to ensure the 
integrity, security, resilience, and quality of services, system components, and systems (OMB A-130, NIST SP 
800-37 Rev. 2, Section 2.8, NIST 800-53, SR-2, SR-3; NIST 800-161, section 2.2.4 and Appendix E)? 

Maturity Level: Defined (Level 2). The organization has defined and communicated its SCRM policies, 
procedures, and processes. As appropriate, the policies and procedures are guided by the organization wide 
SCRM strategy (metric #12). At a minimum, the following areas are addressed - Procedures to facilitate the 
implementation of the policy and the associated baseline supply chain risk management controls as well as 
baseline supply chain related controls in other families. - Purpose, scope, SCRM roles and responsibilities, 
management commitment, and coordination amongst organization entities. 

DOI did not implement its SCRM policies and procedures for the SCRM program. DOI can improve its 
maturity level by implementing departmental policies and procedures for managing supply chain risks for 
products, systems, and services provided by third parties. 

14. To what extent does the organization ensure that products, system components, systems, and services of 
external providers are consistent with the organization’s cybersecurity and supply chain requirements. (NIST 
SP 800-53 REV. 5: SA-4, SR-3 - 6; NIST SP 800-152; NIST SP 800-37 Rev. 2, Section 2.8; FedRAMP standard 
contract clauses; Cloud Computing Contract Best Practices; OMB M-19-03; OMB A-130; CSF: ID.SC-2 
through 4)? 

Maturity Level: Defined (Level 2). The organization has defined and communicated policies and procedures 
to ensure that [organizationally defined products, system components, systems, and services] adhere to its 
cybersecurity and supply chain risk management requirements. The following components, at a minimum, are 
defined - The identification and prioritization of externally provided systems, system components, and services 
as well how the organization maintains awareness of its upstream suppliers - Integration of acquisition 
processes, including the use of contractual agreements that stipulate appropriate cyber and SCRM measures for 
external providers. - Tools and techniques to utilize the acquisition process to protect the supply chain, 
including, risk-based processes for evaluating cyber supply chain risks associated with third party providers, as 
appropriate. - Contract tools or procurement methods to confirm contractors are meeting their contractual 
SCRM obligations. 

DOI has not fully implemented its policies and procedures across the Department. DOI can improve its maturity 
level by fully implementing procedures for assessing and reviewing the supply chain related risks associated 
with suppliers or contractors and the system. 

15. To what extent does the organization ensure that counterfeit components are detected and prevented 
from entering the organization’s systems? (800-53 rev 5 SR-11, 11 (1), and 11(2) 

Maturity Level: Ad Hoc (Level 1). The organization has not defined and communicated its component 
authenticity policies and procedures. 

DOI can improve its maturity level by defining and communicating its component authenticity policies and 
procedures to the Bureaus and Offices. 

16.1 Please provide the assessed maturity level for the agency's Identify - Supply Chain Risk 
Management program. 
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Maturity Level: Managed and Measurable (Level 4).  The organization, in accordance with OMB M19-26, DHS 
guidance, and its cloud strategy is ensuring that its TIC implementation remains flexible and that its policies, 
procedures, and information security program are adapting to meet the security capabilities outlined in the TIC 
initiative, consistent with OMB M-19-26. The organization monitors and reviews the implemented TIC 3.0 use 
cases to determine effectiveness and incorporates new/different use cases, as appropriate. This is the highest 
maturity level available. 

23. To what extent has the organization defined and implemented configuration change control activities 
including: determination of the types of changes that are configuration controlled; review and 
approval/disapproval of proposed changes with explicit consideration of security impacts and security 
classification of the system; documentation of configuration change decisions; implementation of approved 
configuration changes; retaining records of implemented changes; auditing and review of configuration 
changes; and coordination and oversight of changes by the CCB, as appropriate (NIST SP 800-53 REV. 4: CM-
2, CM-3 and CM-4; CSF: PR.IP-3). 

Maturity Level: Consistently Implemented (Level 3). The organization consistently implements its change 
control policies, procedures, and processes, including explicit consideration of security impacts prior to change 
implementation. The organization utilizes lessons learned in implementation to make improvements to its 
change control policies and procedures. 

 implemented change control policies and procedures; however, the Bureaus did not utilize 
lessons learned in implementation to make improvements to its change control policies and procedures. 
did not maintain evidence that system changes were tested prior to deployment into production environment. 

 created a POA&M associated with the need to document configuration management policies and 
procedures for one information system.  did not consistently implement change control processes and 
activities for one information system. 

DOI and its Bureaus and Offices can improve their maturity levels by establishing qualitative and quantitative 
metrics to measure the effectiveness of change control activities and developing defined security responses 
when baseline configurations are changed in an unauthorized manner. 

24. To what degree does the organization utilize a vulnerability disclosure policy (VDP) as part of its 
vulnerability management program for internet-accessible federal systems (OMB M-20-32 and DHS BOD 20-
01)? 

Maturity Level: Consistently Implemented (Level 3).  The organization consistently implements its VDP. In 
addition, the organization:

 -  Has updated the relevant fields at the .gov registrar to ensure appropriate reporting by the public. 
- Ensures that newly launched internet accessible systems and services, and at least 50% of internet-
accessible systems, are included in the scope of its VDP.

 - Increases the scope of systems covered by its VDP, in accordance with DHS BOD 20-01. 

DOI and its Bureaus and Offices can improve their maturity levels with establishing a process for monitoring, 
analyzing, and reporting on the qualitative and quantitative performance measures used to gauge the 
effectiveness of their vulnerability disclosure policies and disclosure handling procedures. 

25.1 Please provide the assessed maturity level for the agency's Protect - Configuration Management 
program. 
The maturity level for the configuration management program was assessed at Consistently Implemented (Level 
3).  Four of eight configuration management metrics were assessed at Consistently Implemented (Level 3). 
Two of eight configuration management metrics were assessed at Defined (Level 2).  Two of eight configuration 
management metrics were assessed at Managed and Measurable (Level 4). 
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25.2        Please provide the assessed maturity level for the agency's Protect Function. 

The maturity level for the Protect function was assessed at Consistently Implemented (Level 3). 

26. To what degree have the roles and responsibilities of identity, credential, and access management 
(ICAM) stakeholders been defined, communicated across the agency, and appropriately resourced (NIST SP 
800-53 REV. 4: AC-1, IA-1, and PS-1; NIST SP 800-63-3 and 800-63A, B, and C; Federal Identity, Credential, 
and Access Management Roadmap and Implementation Guidance (FICAM), OMB M-19-17)? 

Maturity Level:  Managed and Measurable (Level 4).  Resources (people, processes, and technology) are 
allocated in a risk-based manner for stakeholders to effectively implement identity, credential, and access 
management activities. Further, stakeholders are held accountable for carrying out their roles and 
responsibilities effectively. 

27. To what degree does the organization utilize a comprehensive ICAM policy, strategy, process, and 
technology solution roadmap to guide its ICAM processes and activities (FICAM, OMB M-19-17; NIST SP 
800-53 REV. 4: AC-1 and IA-1; OMB M-19-17, Cybersecurity Strategy and Implementation Plan (CSIP); 
SANS/CIS Top 20: 14.1; DHS ED 19-01; CSF: PR.AC-4 and 5)? 

Maturity Level:  Managed and Measurable (Level 4). The organization integrates its ICAM strategy and 
activities with its enterprise architecture and the Federal ICAM architecture. The organization uses automated 
mechanisms (e.g., machine-based, or user-based enforcement), where appropriate, to manage the effective 
implementation of its ICAM policies, procedures, and strategy. Examples of automated mechanisms include 
network segmentation based on the label/classification of information stored; automatic removal/disabling of 
temporary/emergency/ inactive accounts; and use of automated tools to inventory and manage accounts and 
perform segregation of duties/least privilege reviews. 

28. To what extent has the organization developed and implemented processes for assigning position risk 
designations and performing appropriate personnel screening prior to granting access to its systems (NIST SP 
800-53 REV. 4: PS-2 and PS-3; National Insider Threat Policy; CSF: PR.IP-11, OMB M-19-17)? 

Maturity Level:  Consistently Implemented (Level 3). The organization ensures that all personnel are assigned 
risk designations, appropriately screened prior to being granted system access, and rescreened periodically. 

 did not ensure that all users selected for audit were appropriately 
screened prior to gaining system access. 

DOI and its Bureaus and Offices can improve their maturity levels by implementing automation to centrally 
document, track, and share risk designations and screening information with necessary parties. 

29. To what extent does the organization ensure that access agreements, including nondisclosure 
agreements, acceptable use agreements, and rules of behavior, as appropriate, for individuals (both privileged 
and non-privileged users) that access its systems are completed and maintained (NIST SP 800-53 REV. 4: AC-
8, PL-4, and PS-6)? 

Maturity Level:  Consistently Implemented (Level 3). The organization ensures that access agreements for 
individuals are completed prior to access being granted to systems and are consistently maintained thereafter. 
The organization utilizes more specific/detailed agreements for privileged users or those with access to sensitive 
information, as appropriate. 
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DOI and its Bureaus and Offices can improve their maturity levels by ensuring that processes for managing and 
reviewing privileged accounts are consistently performed in accordance with DOI security policies and 
procedures. 

33. To what extent does the organization ensure that appropriate configuration/connection requirements are 
maintained for remote access connections? This includes the use of appropriate cryptographic modules, system 
time-outs, and the monitoring and control of remote access sessions (NIST SP 800-53 REV. 4: AC-11, AC-12, 
AC-17, AC-19, AU-2, IA-7, SC-10, SC-13, and SI-4; CSF: PR.AC-3; and FY 2021 CIO FISMA Metrics: 2.10 
and 2.11)? 

Maturity Level:  Managed and Measurable (Level 4). The organization ensures that end user devices have been 
appropriately configured prior to allowing remote access and restricts the ability of individuals to transfer data 
accessed remotely to nonauthorized devices. 

34.1 Please provide the assessed maturity level for the agency's Protect – Identity and Access 
Management program. 

The maturity level for the identity and access management program was assessed at Managed and Measurable 
(Level 4).  Five of eight identity and access management metrics were assessed at Managed and Measurable 
(Level 4). Two of eight identity and access management metrics were assessed at Consistently Implemented 
(Level 3).  One of eight identity and access management metrics were assessed at Defined (Level 2). 

34.2 Please provide the assessed maturity level for the agency's Protect Function. 

The maturity level for the Protect function was assessed at Consistently Implemented (Level 3). 

35. To what extent has the organization developed a privacy program for the protection of personally 
identifiable information (PII) that is collected, used, maintained, shared, and disposed of by information systems 
(NIST SP 800-122; NIST SP 800-37 (Rev. 2) Section 2.3, Task P-1 ; OMB M-20-04; OMB M-19-03; OMB 
A-130, Appendix I; CSF: ID.GV-3; NIST SP 800-53 REV. 4: AR-4 and Appendix J, FY 2020 SAOP FISMA 
metrics, Sections 1 through 4, 5(b))? 

Maturity Level:  Consistently Implemented (Level 3). The organization consistently implements its privacy 
program by: 

- Dedicating appropriate resources to the program. 
- Maintaining an inventory of the collection and use of PII. 
- Conducting and maintaining privacy impact assessments and system of records notices for all 
applicable systems. 
- Reviewing and removing unnecessary PII collections on a regular basis (i.e., SSNs). 
- Using effective communications channels for disseminating privacy policies and procedures. 
- Ensuring that individuals are consistently performing the privacy roles and responsibilities that have 
been defined across the organization. 

 did not consistently assess privacy controls that protect the collection, use, maintenance, sharing, and 
disposal of PII. 

DOI and its Bureaus and Offices can improve their maturity levels by establishing quantitative and qualitative 
performance measures on the effectiveness of its privacy activities. 

36. To what extent has the organization implemented the following security controls to protect its PII and 
other agency sensitive data,  as appropriate, throughout the data lifecycle. (NIST SP 800-53 REV. 4; Appendix 
J, SC-8, SC-28, MP-3, and MP-6; NIST SP 800-37 (Rev. 2); FY 2021 CIO FISMA Metrics: 2.8, 2.12; DHS 
BOD 18-02; CSF: PR.DS-1, PR.DS-2, PR.PT-2, and PR.IP-6)? 
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40.1   Please provide the assessed maturity level for the agency's Protect – Data Protection and Privacy 
program. 

The maturity level for the data protection and privacy program was assessed at Consistently Implemented 
(Level 3). Four of five data protection and privacy metrics were assessed at Consistently Implemented (Level 
3).  One of five data protection and privacy metrics were assessed at Managed and Measurable (Level 4). 

40.2  Please provide the assessed maturity level for the agency's Protect Function. 

The maturity level for the Protect function was assessed at Consistently Implemented (Level 3). 

41. To what degree have the roles and responsibilities of security awareness and training program 
stakeholders been defined, communicated across the agency, and appropriately resourced? (Note: this includes 
the roles and responsibilities for the effective establishment and maintenance of an organization wide security 
awareness and training program as well as the awareness and training related roles and responsibilities of system 
users and those with significant security responsibilities (NIST SP 800-53 REV. 4: AT-1; and NIST SP 800-
50)? 

Maturity Level: Managed and Measurable (Level 4).  Resources (people, processes, and technology) are 
allocated in a risk-based manner for stakeholders to consistently implement security awareness and training 
responsibilities. Further, stakeholders are held accountable for carrying out their roles and responsibilities 
effectively. 

42. To what extent does the organization utilize an assessment of the skills, knowledge, and abilities of its 
workforce to provide tailored awareness and specialized security training within the functional areas of: 
identify, protect, detect, respond, and recover (NIST SP 800-53 REV. 4: AT-2 and AT-3; NIST SP 800-50: 
Section 3.2; Federal Cybersecurity Workforce Assessment Act of 2015; National Cybersecurity Workforce 
Framework v1.0; NIST SP 800-181; and CIS/SANS Top 20: 17.1)? 

Maturity Level: Managed and Measurable (Level 4). The organization has addressed its identified knowledge, 
skills, and abilities gaps through training or talent acquisition. 

43. To what extent does the organization utilize a security awareness and training strategy/plan that 
leverages its organizational skills assessment and is adapted to its culture? (Note: the strategy/plan should 
include the following components: the structure of the awareness and training program, priorities, funding, the 
goals of the program, target audiences, types of courses/material for each audience, use of technologies (such 
as email advisories, intranet updates/wiki pages/social media, web based training, phishing simulation tools), 
frequency of training, and deployment methods (NIST SP 800-53 REV. 4: AT-1; NIST SP 800-50: Section 3; 
CSF: PR.AT-1)? 

Maturity Level: Consistently Implemented (Level 3).  The organization has consistently implemented its 
organization-wide security awareness and training strategy and plan. 

DOI and its Bureaus and Offices can improve their maturity levels with establishing qualitative and quantitative 
performance measures on the effectiveness of their security awareness and training strategies and plans. 

44. To what degree does the organization ensure that security awareness training is provided to all system 
users and is tailored based on its organizational requirements, culture, and types of information systems? (Note: 
awareness training topics should include, as appropriate: consideration of organizational policies, roles and 
responsibilities, secure e-mail, browsing, and remote access practices, mobile device security, secure use of 
social media, phishing, malware, physical security, and security incident reporting (NIST SP 800-53 REV. 4: 
AT-2; FY 2021 CIO FISMA Metrics: 2.15; NIST SP 800-50: 6.2; CSF: PR.AT-2; SANS Top 20: 17.4)? 
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Maturity Level:  Consistently Implemented (Level 3).  The organization ensures that its security awareness 
policies and procedures are consistently implemented. The organization ensures that all appropriate users 
complete the organization’s security awareness training (or a comparable awareness training for contractors) 
[within organizationally defined timeframes] and periodically thereafter and maintains completion records. The 
organization obtains feedback on its security awareness and training program and uses that information to make 
improvements. 

DOI and its Bureaus and Offices can improve their maturity levels by establishing qualitative and quantitative 
performance measures of the effectiveness of their security awareness policies, procedures, and practices. 

45. To what degree does the organization ensure that specialized security training is provided to all 
individuals with significant security responsibilities (as defined in the organization's security policies and 
procedures) (NIST SP 800-53 REV. 4: AT-3 and AT-4; FY 2021 CIO FISMA Metrics: 2.15)? 

Maturity Level: Consistently Implemented (Level 3).  The organization ensures that its security training policies 
and procedures are consistently implemented. The organization ensures that individuals with significant 
security responsibilities complete the organization’s defined specialized security training (or comparable 
training for contractors) [within organizationally defined timeframes] and periodically thereafter. The 
organization also maintains completion records for specialized training taken by individuals with significant 
security responsibilities. The organization obtains feedback on its security training program and uses that 
information to make improvements. 

DOI and its Bureaus and Offices can improve their maturity levels with establishing qualitative and quantitative 
performance measures on the effectiveness of their specialized security training policies, procedures, and 
practices. 

46.1. Please provide the assessed maturity level for the agency's Protect - Security Training program. 
The maturity level for the security training program was assessed at Consistently Implemented (Level 3). Three 
of five security training program metrics were assessed at Consistently Implemented (Level 3).  Two of five 
security training program metrics were assessed at Managed and Measurable (Level 4). 

46.2. Please provide the assessed maturity level for the agency's Protect function. 
The maturity level for the Protect function was assessed at Consistently Implemented (Level 3). 

46.3       Provide any additional information on the effectiveness (positive or negative) of the organization's 
Security Training program that was not noted in the questions above. Taking into consideration the maturity 
level generated from the questions above and based on all testing performed, is the security training program 
effective? 

No additional testing was performed beyond the above metrics.  Based on the Consistently Implemented (Level 
3) maturity level, the DOI security training program is not effective. 

47. To what extent does the organization utilize information security continuous monitoring (ISCM) policies 
and an ISCM strategy that addresses ISCM requirements and activities at each organizational tier (NIST SP 
800-37 (Rev. 2) Task P-7; NIST SP 800-137: Sections 3.1 and 3.6)? 

Maturity Level: Consistently Implemented (Level 3).  The organization's ISCM policies and strategy are 
consistently implemented at the organization, business process, and information system levels. In addition, the 
strategy supports clear visibility into assets, awareness into vulnerabilities, up-to-date threat information, and 
mission/business impacts. The organization also consistently captures lessons learned to make improvements 
to the ISCM policies and strategy. 

102 



 did not formalize its ISCM policies and procedures, and the Continuous Diagnostic and Mitigation 
Plan was not reviewed or updated in FY 2021. 

DOI and its Bureaus and Offices can improve their maturity levels by establishing qualitative and quantitative 
performance measures of the effectiveness of their ISCM policies and strategy. 

48. To what extent have ISCM stakeholders and their roles, responsibilities, levels of authority, and 
dependencies been defined and communicated across the organization (NIST SP 800-53 REV. 4: CA-1; NIST 
SP 800-137; CSF: DE.DP-1; NIST 800-37, Rev. 2 Task P-7 and S-5)? 

Maturity Level: Managed and Measurable (Level 4).  Resources (people, processes, and technology) are 
allocated in a risk-based manner for stakeholders to effectively implement ISCM activities. Further, 
stakeholders are held accountable for carrying out their roles and responsibilities effectively. This is the highest 
maturity level available. 

49. How mature are the organization's processes for performing ongoing information system assessments, 
granting system authorizations, including developing and maintaining system security plans, and monitoring 
system security controls (OMB A-130, NIST SP 800-137: Section 2.2; NIST SP 800-53 REV. 4: CA-2, CA-6, 
and CA-7; NIST Supplemental Guidance on Ongoing Authorization; NIST SP 800-37 (Rev. 2) Task S-5; NIST 
SP 800-18, Rev. 1, NISTIR 8011; OMB M-14-03; OMB M-19-03)? 

Maturity Level: Managed and Measurable (Level 4). The organization utilizes the results of security control 
assessments and monitoring to maintain ongoing authorizations of information systems, including the 
maintenance of system security plans. 

50. How mature is the organization's process for collecting and analyzing ISCM performance measures and 
reporting findings (NIST SP 800-137)? 

Maturity Level: Consistently Implemented (Level 3). The organization is consistently capturing qualitative and 
quantitative performance measures on the performance of its ISCM program in accordance with established 
requirements for data collection, storage, analysis, retrieval, and reporting. 

 did not identify and define the performance measures and requirements used to assess the effectiveness 
of its ISCM program.   did not formalized its ISCM policies and procedures, and the Continuous 
Diagnostic and Mitigation Plan was not reviewed or updated in fiscal year 2021.   defined ISCM 
processes for data collection, technology, and analysis; however, management did not consistently implement 
established processes and capture qualitative and quantitative performance measures on the performance of its 
ISCM program. 

DOI and its Bureaus and Offices can improve their maturity levels by integrating metrics associated with the 
effectiveness of its ISCM program to deliver situational awareness across the organization. 

51.1. Please provide the assessed maturity level for the agency's Detect - ISCM domain/function. 

The maturity level for the information security continuous monitoring domain was assessed at Managed and 
Measurable (Level 4).  Two of four information security continuous monitoring domain metrics were assessed 
at Managed and Measurable (Level 4).  Two of four information security continuous monitoring domain metrics 
were assessed at Consistently Implemented (Level 3). 

51.2. Provide any additional information on the effectiveness (positive or negative) of the organization's ISCM 
program that was not noted in the questions above. Taking into consideration the maturity level generated from 
the questions above and based on all testing performed, is the ISCM program effective? 
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DOI and its Bureaus and Offices can improve their maturity levels by evaluating the effectiveness of its incident 
response technologies and updating configuration settings, appropriate. 

59.1. Please provide the assessed maturity level for the agency's Respond - Incident Response 
domain/function. 

The maturity level for the incident response domain was assessed at Consistently Implemented (Level 3).  Four 
of seven incident response domain metrics were assessed at Consistently Implemented (Level 3).  Three of four 
incident response domain metrics were assessed at Managed and Measurable (Level 4). 

59.2. Provide any additional information on the effectiveness (positive or negative) of the organization's 
Incident Response program that was not noted in the questions above. Taking into consideration the maturity 
level generated from the questions above and based on all testing performed, is the incident response program 
effective? 

No additional testing was performed beyond the above metrics.  Based on the Consistently Implemented (Level 
3) maturity level, the DOI incident response program is not effective. 

60. To what extent have roles and responsibilities of stakeholders involved in information systems 
contingency planning been defined and communicated across the organization, including appropriate 
delegations of authority (NIST SP 800-53 REV. 4: CP-1, CP-2, and CP-3; NIST SP 800-34; NIST SP 800-84; 
FCD-1: Annex B)? 

Maturity Level:  Managed and Measurable (Level 4).  Resources (people, processes, and technology) are 
allocated in a risk-based manner for stakeholders to effectively implement system contingency planning 
activities. Further, stakeholders are held accountable for carrying out their roles and responsibilities effectively. 

st

 defined its roles and responsibilities related to contingency planning. However, the 
information system contingency plans were not reviewed or updated in accordance with DOI security control 

 defined the roles and responsibilities related to contingency planning.  However, 
personnel responsible for information system contingency planning did not ensure that the annual contingency 
plan test or exercise was completed in accordance with DOI security control standards. 

61. To what degree does the organization ensure that the results of business impact analyses are used to 
guide contingency planning efforts (NIST SP 800-53 REV. 4: CP-2; NIST SP 800-34, Rev. 1, 3.2; NIST IR 
8286; FIPS 199; FCD-1; OMB M-19-03; FY 2021 CIO FISMA Metrics, Section 5; CSF:ID.RA-4)? 

Maturity Level: Consistently Implemented (Level 3). The organization consistently incorporates the results of 
organizational and system level BIAs into strategy and plan development efforts. System level BIAs are 
integrated with the organizational level BIA and include: characterization of all system components, 
determination of missions/business processes and recovery criticality, identification of resource requirements, 
and identification of recovery priorities for system resources. The results of the BIA are consistently used to 
determine contingency planning requirements and priorities, including mission essential functions/high value 
assets. 

andards. 

 defined its process for conducting information system Business Impact Analyses (BIAs); however, a BIA 
was not conducted for one information system.   defined its process for conducting information system 
BIA; however, the BIA was not reviewed and updated to reflect the current computing environment. 

DOI can improve its maturity levels by ensuring results of Bureau, Office, and system level BIAs are integrated 
with enterprise risk management processes.  Also, DOI should review results of its BIA in conjunction with its 
risk register to calculate potential losses and inform senior level decision making. 
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DOI and its Bureaus and Offices can improve their maturity levels by following established policies and 
procedures for information system backup and storage, including the use of alternate storage and processing 
sites. 

65. To what level does the organization ensure that information on the planning and performance of recovery 
activities is communicated to internal stakeholders and executive management teams and used to make risk-
based decisions (CSF: RC.CO-3; NIST SP 800-53 REV. 4: CP-2 and IR-4)? 

Maturity Level:  Consistently Implemented (Level 3).  Information on the planning and performance of recovery 
activities is consistently communicated to relevant stakeholders and executive management teams, who utilize 
the information to make risk-based decisions. 

DOI and its Bureaus and Offices can improve their maturity levels with measuring the effectiveness of recovery 
activities and results are communicated to relevant stakeholders. 

66.1. Please provide the assessed maturity level for the agency's Recover - Contingency Planning 
domain/function. 

The maturity level for the contingency planning domain was assessed at Consistently Implemented (Level 3). 
Four of six contingency planning domain metrics were assessed at Consistently Implemented (Level 3).  One 
of six contingency planning domain metrics was assessed at Managed and Measurable (Level 4). One of six 
contingency planning domain metric was assessed at Defined (Level 2). 

66.2. Provide any additional information on the effectiveness (positive or negative) of the organization's 
Contingency Planning program that was not noted in the questions above. Taking into consideration the 
maturity level generated from the questions above and based on all testing performed, is the contingency 
program effective? 

No additional testing was performed beyond the above metrics.  Based on the Consistently Implemented (Level 
3) maturity level, the DOI contingency planning domain is not effective. 
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Report Fraud, Waste, 
and Mismanagement 

Fraud, waste, and mismanagement in 
Government concern everyone: Office 
of Inspector General staff, departmental 
employees, and the general public. We 
actively solicit allegations of any 

inefficient and wasteful practices, fraud, 
and mismanagement related to 

departmental or Insular Area programs 
and operations. You can report 
allegations to us in several ways. 

By Internet: www.doioig.gov 

By Phone: 24-Hour Toll Free: 
Washington Metro Area: 

800-424-5081 
202-208-5300 

By Fax: 703-487-5402 

By Mail: U.S. Department of the Interior 
Office of Inspector General 
Mail Stop 4428 MIB 
1849 C Street, NW. 
Washington, DC 20240 




